Fear of Terrorism

This chapter descnibes the role of fear in matters of te m ST and Security,
starting with the fruism that acts of terrorism serve the purposes of ler

U‘z

rarists by exploifing the public’s fear. It presenis an anatomy of f@ﬁf it
refationship to actual ﬁskep, perceivad risks, and internal and external stimuli
that conhtribute fo perceived risk and fear — and & modal of fear mansge-
ment. it considars the roles of the medhia and politics a8s bath stimati of foar

and tocls for raraging it

A. Fear of Terrorism: Basics

Until 2001, people in the Unired States had relatively littde fear of terrorism.
Two vast oceans had insulated the United States from sericus aces of violence
fram foreign sources, and 1ts citizens were further protected against hostile
alien: forces by rthe strongest military on earth. Fear was reserved largely for
strect crime and canger, ﬁaiig_i}heai)é? crashes and shark attacks, judging from the
attention paid 1o stories on these subyj jects in media news §>mgxdmﬂugg The
suicide attacks on New York and Washington marked the opening of a new
chaprer in the history of fear in the United States. In the days that followed
Seprember 11, people throughout the Unired States bought many milkions of
dollars worth of duct tape and gas masks, puzzied over how to act when the
terror alert color code was orange, and became extremely suspicious of men
i rurbans and women in head scarves. Four days afrer the attack, a Sikh™
gas station awner, Balbir Singh Sodhi, was shot and killed in Phoenix by an
Arizonan who assnmed that Sodhi was a Muashm.
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What iy the nature of the fears that drive such behaviors? To what extent
are these fears useful and reasonable, and to what extent are they harmiul and
irrational? What, if anything, should public officials do about fear? What can
ordinary citizens do about it? These are the 1ssues we take up 1o this chapter.

1. The Significance of Fear

Terror is very much a matter of fear: “terror” neans tear in the exwreme. {The
word derives from the Latin verh ferrere, to cause embling.) Terroriam s
fueled by the public’s fear; its power lies “almosr exclusively in the fear it cre-
ates” [Marrin and Walcott, T988), Terrorists commit acts of viclence against
noncombatant populations typically because they anticipate that doing so
will strike fear into the hearts of the population. Thev might, of course, have
other motives for artacking innocents, such as sheer hatred, a desire to cxrer-
vinate another group, and so on. Io those cases, too, fear is a critical tactor:
fear generated by acts of terrorism creates new problems and imposes further
barras, above and beyond those caused by the acts themselves, and in both
the near and long rerm.

Fromi the perspective of the terrorist, acts of violence are successful when
they cause mass hysteria, inducing target populations to impose vastly greater
harins on themsclives as a consequence of their owrt fear than from the
unmediare damage associated with the inirial acts. As we have seen in Irag
and clsewhere, this can produce a cycle that defines defeat in a war against
terrerism. To borrow Michael lgnaticff's (20047 words about what defeat in
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such a war locks Lke: “We would survive, but we would no jonger recoguize
surselves or cur instiutions. We would exist but lose our identity as free
peoples”™ (p. 134). Thus, the yvield o the terrorist of a considerably larger
pavoif than from the nidal attack mav in ture be an incentive for further
acts of terrorism, This cycle can be broken either when the public secs that
the acts have subsided or when prospoetive terrorists understand that their
acts, even subsrantial ones, draw limited atrention and have little subsequent
aripact on the rarger population. The self-perpstuating nature of the problem
Is capturcd in the words of the twenticth-century cartoon characrer, Pogo:
“We have met the enemy, and 1t is us.™!

Because fear is an essential aspect of terrorism, onr ability to understand
terrorism and dea! witl it ettecrively depends critically on our nnderstanding
the nature and sources of fear and the harms it inposes on-society. Straregics
for dealing with offenders and protecting targets against street crimes have
been effectively complemented with strategies for managing the public’s fear
of crime. Such fear-management strategies could be even more effective for
dealing with terrorism, because fear 18 more central to terrorism than it is to
erime, Qur efforts to deal more directly with terrovists and to protect targers
of rerrorism may also be more effcctive if coupled with effective straregies
for managing the public’s fear of terrorism.

2. Short- and Long-Term Consequences of Excessive Fear

Fear is not all bad. Doctors distinguish between short-term geute pain and
long-lasting chronic pain, and a similay distinetion has been made between
acute fear — the natural and immediate response to danger thar rends to
subside quickly — and chrosic fear, the sort that persisrs after an inmediate
danger has passed (Hollauder, 2004; Mahl, 1952). Reasonable levels of fear
can generate the sort of concerns thar help us develop coheront responses to
various dangers — acting to prevent them in the firsr place and then dealing
with them effectively when they do oceur.

There are many compelling reasons to conclede, however, thar the pub-
tic’s fears of rerrorism are inflated, and inflated fears fend ro harm uy m both
the short term and long ternu In the short term, an exireme level of fear
tends to divert people from productive activities, it induces them to consunie
resources that may do lirtle to protect them against harny, and it can produce
severe stresses aiwd reduce social capiral and the qualicy of life. In exireme
cases, fear can produce public panics, severe social and twancial disruptions,
and sharp spikes in accidental deaths, injuries, and suicides, The siresses
and reductions in social capital can persist beyoud the shorr term, bringing
about detachment and distrust - harming emotional and physical health and
cconoinic well-bemg, These larger etfects can spread in a costly socia conta-
gion: fear of violence is deenty ingramned, with a srong potential to spread to
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others. In thelr landmark essay, “Broken Windows,” James . Wilson and

eorge Kelling {1282) observe, “In cases where behavior that is tolerable
to one person is intolerable to many others, the reactions of the others —
feor, withdrawal, flight ~ may uitimarely make matters worse for everyvone,
meluding the individual who fuist professed his indifference.”

Over the longer termy, fear can induce politicians to pander o and
thus apgravate the public’s chronic fears, recucing freedoms and nvoking
responses at home and abroad that may serve to alienate prospective allies
rather than to reduce the sources of the chrears and thus enhance securicy.
In the case of terrorism, excessive fear makes all targets more artractive.
New Yorker essayist Adam Gopnik (2006} puts it suconctly: “Terror makes
fear, and fear stops thinking.” New York Tines essayist Thomas Friedman
(2007} says it cven more succinctly: “9/11 has made vs stupid.” He clabo-
rates sarcasticaliv, “Since /11, we've become “The United States of Fighting
lerrorism.””

There can be good rcason to fear fear itsclf, as President Franklin I
Rooscevelt warned in his 1933 imaugural address. Today the public’s fear of
the fear of tervorism appears to be oo small, and the consequences of this
iack of concern for the hazards of excessive fear could be great.

3. Fear of Crime, Fear of International Viclence

Terror means fear in the extreme largely because terrorism is crime in the
extreme. Criminotogists have found that fear of crime can impose costs
on socicty that exceed those of crime irself, manitesting as reduced qualiry
of life, wasteful expenditires on resources and measures that do little o
prevent crime, stress-related illnesses and health costs, and related social costs
(M. Cohen, 2000; President’s Commission, 1967; Warr, 2000}, Because the
damage associated with a typical act of terrorism is considerably greater than
for a typical strect crime, the level of fear and the associated social costs are
generally mueh greater for terrorisim than for ovdinary crime. Raising fear
levels is, after all, a primary goal of terrorism. It is no coincidence thar the
subject of terrortstn has dominared the news since Seprember 11, 2001 - and
it may well continue 1o do so for vears to come — while crime has been moved
from the front page to the metropolitan section of most major newspapers,
despite the fact that the level of crime did not decline appreciably in the years
following 9711 and in facr began to increase around 2005,

In one important respect, the public’s fear of internationat vielence s very
much like its fear of crime: fear of terrorntsm has remained high even after
several vears without a serwous torrorist incident on ULS. soil. This is not a
new phenomenon, Fear of crime remained high throughour the 1990s even as
crime rates plummeted: the homicide rate, g bellwethier of erimie generally in
the United Srates, dropped from 2 homicides per 100,000 cesidents in 1990
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to about 5 per 100,000 11 2000 (Federal Bureau of Tovestigation, Unifo
Crimie Reporis).

Just as crime rates have declined, so have other forms of international
violence over the past few decades. The ending of the Cold War broughs
with it ¢ huge decline in the amount of infernational »ml{:me. There were
40 percent lewer conflicts throughourt the world i 2003 than in 1992; 80
percent fewer deadly conflicts involving 1,000 or moge battle dearhs; and an
80 perceat decline in the namber of genocides and other mass slaughters of
civilians. Internadonal terrorism did increasc during the period, but tetrorists
killed just a traction of the number killed in wars during the same period
{Mack, 2003}

4. Community-Oriented Interventions
to Reduce Excessive Fear

In the 1980s, police deparmments introduced fear reduction programs 2s an
essential part of a community policing movement. A centerpicce of these
programs was putting police in closer contact to the public - largely through
the use of foot patrols and bike patols, the establishment of mini-precinets in
local neighborhoods, and new incentive systems to nduce pohee officers to
become less authoritarian and more seevice-oriented {Cordner, 1986; Skogan,
19981, These programs spread to the courts and correctional scctors and to
the community at large — in the form of neighborhood watch networks — thus
meking the control of fear a central element of communicy-criented criminal
justice systems and a complement to conventional strategies for preventing
street arimie. Such practices and puhu% may be @pphgab et the problem
of terrorism, as is discussed further  the section, “Fear and Public Policy:
Managing Fear.”

Some fear reduction interventions for street crimes will be more relevant
and practical than others for the prevention of terrorism. We would do
well, in any case, to consider the full range of stratepies and interventions to
ensure that po%w‘“ and pracuces that are applicable to the public’s fear
of terrorism are not overlooked, Ar the federal lovel, homeland sceurity
officials are anthorized and responsible as well to consider apm’o*&d’;e& that
will effectively manage the public’s level of fear to eusure thart it is neither
excessively high nor too low relative to objective threat levels.

B. The Anatomy of Fear and Its Relationship to Risk

We can begin to understand the fear of crime in general and the fear of
terrorism n parucular by asking the following questions: What is the nature
of fear? Whar ave its sources? And, how s fear velated to real risks and to
tactors that are independent of thase risks?
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1. The Nature and Sources of Fear

Thomas Hobbes (1651/19%6) documented the significance of fear in the
seventeenth century, regavding 1t as a patural passion thar shapes human
behavior. Psychologists validated this claim over the next three centuries,
starting with the definition of fear as the sensation of alarm caused by the
anticipation of a threay they then elaborated on the definition with evidence
that the sensation is typically accompanied by physiclogical changes such
as Increased pulse, persﬁ:&téan, rapid breathing, and galvanic skin response
{Mayes, 1979). People may fear for their own safety, for the safety of loved
ones, or both. Fear is not all bad: it keeps us out of harm’s way. Some of it
is innate ~ fear associated with abrupt change 1s clearly evident in newborn
babies - but it is mostly learned, either through the recurrence of a previously
experienced harm or the anticipation of a harm abour which one person has
been warned by another. In the case of crime. fear may be induced by an
actual victimization, an immediate threar such as a menacing persen behaving
strangely in a high-crime area at night, by ncw& of a series of violent stranger
attacks in aw area, or by other signals of danger ahead.

Fearisa matter of f}mz’f)gv the emotion we refer to as “fear” iy stimulared
by physical p_%xenonu,u& Neuroscientist Joseph LeDoux (1998} describes the
mechanics of fear as centercd in the amygdala, an "‘£IE(}21dm}EﬁpLd mass of
gray matter in the anterior portion of the temporal fobe, the “hub in the
brain’s wheel of fear.” Stumulation of the amygdale generates an outpouring
of stress hormones, including adrenaline, which produces a stare of extreme
alertness, tollowed by the secretion of a natural steroid, cortisol. Research
physiclan Marc Siegel (2005} describes the resule as follows: “The heart
specds np and pumps harder, the nerves fre more quickly, the skin cools
and gets goose bumps, the cyes dilate to see better and the brain recetves a
message that it is time to act.” Although the triggers of fear vary from one
species to the next, z2ll animals with this brain architecture experience fear
through this basic mechanism.

FPear is in the gencs. Cognitive barriers that cloud one’s ability o gecogﬁize‘\
legitimare rhreats carn be inherited. Creatures with roo little fear of g genulne
threats are more inclined to be killed by the threatening entities, ;md the
generic lines of thase victims tend to diminish or vanish altogether as a result.
Age and gender are obvious biological facrors that influevce one’s level of

fear, Younger pccpie tend to be iaﬁs fearful than older people; hence they
more ofu:n ffrzgage in behaviors that bring greater risks to their own safety
and the safety of others — due in part o 30“ er levels of experience, but due
largely as well ro inherent differcnces in tastes for risk §;>uwc&r1 the voung and
old. The young are more likely to succumb to accidental deaths than the old,
and rthey are more likely as well to be vicdims of crime. And because males
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Ciagram of the brain, highiighting the amygdala.

teird to be more aggressive and less fearful, they tend to experience higher
rates of accidents and violent victimizations than females.

Fear 1 also envirommentally detersmined. First-bom children tend to be
more caatious than second-born children. And 1t is learned: we tend to fear
the most what we anderstand the feast, oftcu through lack of experience or
awarencss. Most of us are inclined not ro repeat behaviors when, through
direct expetience, we know that those behaviors threaten our safety or the
safety of others. Fears are shaped as well by others: parents, neighbors,
teachers, the media, and peers. What is learned from each of these sources
may produce misperceptions of actnal risks, but it is learned noretheless, and
it in rurn alters fear levels, for better or worsc. '

2. The Universality of Fear

The misperceptions that give rise to inflated fears and the extreme social
costs that typically accompany these distortions and fears are by no means
unique to the United States. Europeans have expressed concerns about terror-
1st atracks in Spain, Holland, and eisewhere on the continent; they are con-
siderably more exposed to threats of terrorist attacks than are citizens of the
United States. Akbar Ahmed (2003) observes that with the %711 atack came
Z24-hour television coverage under the large lerters — “ America Under Siege” —
whichi tenided to overlook the effects the attack had on the Muslin world.
Traditional societies the world over had feared the corruptiou of their youth
foliowing vears of invasive Wesrern pop culture brozdeast through new com-
munication and information technologies, and the 9/11 artack left Muslims
everywhere feeling even more nnder siege than before and fearing reprisal.
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Phobias arc ubiquitous, and they are as old as humankind., We have dis-
covered that they are common in isolated and connected societies alike, that
modern technology not only fails o inocalate people against fear bur can
actually coneribute to the rapid spread of fear.

3. Fear and Risk

Fears often do not correspond closely to the acmal risk levels of the threarts
perceived. Each person’s ynigue combination of inkerent indinations and
personal expericnces shapes both her or his sense of the risks associated
with varicus threars and the fear attached to those perceptions. The lack of
correspondence between fear and actual threat is caused by a myriad of fac-
tors, including the widespread rendencies to ignore certain types of pertinent
information and, under the precantionary principle, 1o give excessive weaght
to the worst possible outcome (Sunseein, 20051 Tt is also fed by emational
contagion based on misinformation obtained from parents, peers, medis, and
other sources, which can be significantly heightened through tipping point
mechanisms, such as social cascades {i.e., the rapid spread of idcas through
social nerworks) and gronp polarization. Furedi {2004) notes, “H vulnera-
bility is the dehining feature of the human condition, we are quite endtled to
fear cverything.” The infiuence of others serves 1o validate and deepen such
individual inclinations toward valnerability.

We canidennty two disuncr facets of an individual’s tendency 1o overreacr,
or occasionally to underreacr, to threars: {1) making subjective assessments
of risks that are high or low relative to the objective risk levels and {2) having
fear levels that ave bigh or low relative to those subjective assessments. Rare
bur extreme threats tend to activate both 2speces of distortion. For example,
ouly a dozen or so shark atracks occur annually worldwide. Yer, thanks i no
smail measure 1o the horrendous nature of an individual attack, which affecis
our seuse of vulnerability, and sensational media accounts that exaggerate
people’s perceptions of the risks of shark attacks, the fear of such attacks
is considerably higher than the fear of fatal threats that are thousands of
times more likely to oconr, More than 100,000 deaths in the United States
are caused vach year by car crashes and gunshot wounds; 75,000 people die
cach year doe to alcoho! abuse alone {Sunac, 2004,

Much the same can be said of fears of serial murders as of shark atracks
{and, even mors so, of threats of asterord collisions and cell phone radiarion).
They are presented by media as legitimate threats, and people tend to fear
thern at levels that are vastly our of proportion to any rcasonable assessment
of their incidence (the frequency of oceurrence per year, or per century i the
case of fatal asterotd collisions) or prevalence (how tmay people bave been
victimized curnulatively to date).
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Curiously, fear levels ave often highest among the very groups that face
the least ru,l\, as in the case of the eidcri} and crime. At the other extreme,
people who are frequently exposed to real threats ofter learn to live with
the dangers and exhibit fear | ciwzi that would scem appropniate for groups
that are in fact much safer, In the case of natural hazards, such as floods,
earthquakes, and volcano eruptions, groups w ith lirtle ceonomic or political
power tend to be more at risk than others {St. Cyr, 20051 Because the poor
and powerless often live in places where terrorism Is more common and
do not have the resources to defend themseives against natural disasters,
they may be too preoccupied with day-to-day survival to ger caught up
in frenzies of fright that safer, yet more fear- @bsasscu populgtmm often
cxperience,

4. Subjective vs, Objective Assessments of Risk

Our sense of danger is so often oot of line with reality largely for two
reasons: (171t 1s based on unsystematic evidence and {2) our percophons arc
often distorted ~ even when onr fear level is parallel with our perception of
the risk of various threars. Unsystematic evideuce, whether Bxp€f;:€1§€€£§ first
hand or learned indirectly, can be highly iinrepresentative of reality dueto
variety of causes: the nature of the event experienced directly may isclf be
nnrepresentative of the class of events with which we associate the experience;
the accurrence of the event mav be move or less rave than we realize; our
perception of the cvent may be distorted by physical interference or emotion;
recollections of events change over time; and onr filtering of information
abour events not directly experienced may distort our per cepnon«: of the risk
and actual nature of the thing feared.

The accumulation of mixed messages from others can add to this individa-
ally imposed confusion. Parents often condinion chitdren to err on the side of
cantion and to overestimate threats; peers often counter parental messages,
encouraging their friends to engage 1 thrill-seeking behaviors, Social scien-
tists have discovered thar this interaction of our unique lnnare ps:ec%isposifi{)ns
with the vast jumble of mixed information from the environmest can cause
our subjective assessments of visk ot *a parricnlar threat to be at considerable
variance with the actual oé;mfz’:zxg? visk of the threar. We tend 1o blow some
threats well out of proportion and enderesaimate others.

Our underscanding of the discrepancy betwoeen subjective assessments
of risk and acmal shjective risks was informed substantially by research
condocted i the 1970s by experimental psyvchologists Daniel Kahnemnan,”
Amos Teersky, Pau! Slovie, aud others, following the path-breaking research
of psychologist and deciion theorist Ward Edwards in the 1950s and
‘605, They found that people use 2 variety of benristics — simple rules of
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rnumb that arc easier 1o use than more rigorous methods involving complex
computations - to draw inferences and make decisions. They found further
that people use heuristics 1o assess and respond both to cvdinary simations
and to extracrdinary hazards. The various heuristics used, however, often
contradict fundamental laws of probability and tend to distort peopie’s per-
ceptions of risk.

Kahneman and Tversky {2000] refer to the rendency of people to distort
probabilities as the psychopbysics of chance. One of the most commaon distor-
tions is the tendency for most people to give excessive weight to improbable
events {pp. 1, 7-9, 209}, They have difficulty disunguishing between small
probabilities, like 1 in 100, and extreme rarides, like 1 in 1,000,000, The
former 15, in fact, 10,000 tmes more likely than the later. These distortions
tend to produce excessively risk-averse behaviors in most situations involv-
ing rare but sensational threats, incoherent behaviors in situations involving
uncertainty in which facts are presented in convolured terms, and excessively
risk-taking behaviors m situations involving large but uncertain beuctits, as
in lotteres m which odds are stacked against the hettor,

Twersky and Kahneman (1982} refer to another such distortion as the
availability bewristic {or simply availability): people tond 1o think that events
are more probable when they have occurred recently. The evenrs loom large
because they are fresh in the memory. For axampi& people are inclined
to fear carthguakes more when they have occurred in the past vear than
when they have not occurred recendy, even though the misk may in fact be
lower a few months after an earthquake than years later, at the start of the
next earthguake cycle. Cass Sunstein (2002) observes that the availability
hﬁ‘ﬂl’"i‘;tiﬂ‘ was readily evident in the aftermath of the 9/11 atracks, when

“many Amercans were afraid o mavel in .Erplznas and even 1o appear m
public places™ g 503,

Smilarly, Gary Kieck et al. {2003) find that perceptions of pnz*%&hme&é: are
unrelared to acial fevels of ;}umahmert They speculate that these musper-
ceptions arc a product of the weak relationship berween the number of bighly
Qubimzed punishment events and the actual rate of routineg, largely unpubli-
cized puuitive activities of the crininal justice system (p. 654}, The challenge
of znainmiﬁiuﬂ public order by discouraging people from overreacting to
prospective acts of terrorise thus has pavallels to the challenge of maintain-
myg public order by discouraging prospective offenders from belicving they
can get away with commitring crimes.

A vartety of factors can distort perceptions of threats by laflucocing one’s
immediate emotional stare, mnch like a pang of hunger or whiff of fresh
donuts can overwhelm the prudent shopper’s sense of good health {Kahne-
man and Thaler, 2006). Vivid media images of the victims ot rare disasters, in
particular, serve to inflate the public’s percepnions of threats and thus creare
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levels of fear that can harm the public welfare. When people see the photo-
graph of a victim of a one in a million eveut on the cvening news — a person
killed by lightning or a shark atrack, or by a svicide bomber in Madrid or
Lomclon - typicaily, their first reaction s #of that it is virtsally impossible for
them also to be victimized by such an event. Even when they are told that the
risk s less than one in a miikon, they tend to distort the risk when confronted
with the incontrovertible image of a real victim of disaster. The photograph
of a death scene accompanied by a photo of the previously live victim offers
more palpable information ahz}u a threat and thus is more compelling than
the inforimation that such episodes actually occur at an extremely small rate.
Finucane et al. {2000} refer to this as the dffecz‘ hewristic — the tendency for
perception and behavior 1o be excessively inthuenced by Hﬂdgﬁ“% that trigger
emaotional responses.

Cass Sunstein {2002} refers to the tendency for people to Suspend rational
infercnce in the face of the affect heuristic as “probabiiity neglect.” He notes
that the tendency for peopie to ignore probabilities and behave less rationally
is particitarly grear in the case of terrorism?:

When probsbility neglect Is at work, people™s attention is focussed on the bad
outcome isclf, and they are inattentive Lo the fzet that it is unlikely to oocur.
Almost by definition, an act of terrorism will trigger intense fear, and hence
people will foeng on the awfuleess of the porential ourcomes, not on their
probabifities {p. 51}

Sunstein {2002} observes that people’s judgments of uncertain threats tend
t0 be custorted in the following conditions: when the threar 16 unfamiliar or
misundersteod, when people have less personal control over the situation,
when the media give more attention to the threat, when the sitvation s
irreversible, when the threat originates with another person rather than from
a natural phenomenon (p. 59), and when people are influenced by the fears
of others, 2 process known as groufr polarization {p. 88). Sunstein {2003h)
speculates that the millions of Americans who devoted time and encrgy to
purchasing duct tape and emergency supplies wonld have been far safer had
they spent that same time and energy losing weight, staying out of the sun,
driving carefully, and ending their smoking habits.

Frank Furedi {2002a) amplifies many of these points in lis book, Culture
of Fear, arguing that perceptions of risk, wdeas about safety, and controversies
over hm%th, the environment, and tuch:;{}!{)g’} have tittle to do with scicnce
or empirical evidence, They are shaped more profoundly by deeply rooted
cultural assumptions about human vulnerability. These forces have wors-

encd in the post-9/11 era: ““The end is nigh’ 15 no longer a warning ssued
by religious fanatics; rather, scaremongering is r{‘:prf’&fmtnd as the act of a
concerned and responsible citizen. .. . The culture of fear is underpinned by
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a profound sense of powerlessness, a diminished sense of agency that leads
people to turn themselves into passive subjects who can only complain that
“we are frightened™ {(Furedi, 2004; see¢ also Brzezinski, 20073,

The consequences of the public’s excessive fear of sensational events such
as terrorist acts appear to be considerably greater than is widely understood.
According to Marc Siegel (2005),

We feel the stress and become more prone to irritability, disagreement, worry,
insomnia, anxiety and depression. We are more likely to cxpericuce chest paix,
shortness of breath, alzziness and headache. We become more prone to heart
disense, cancer and swoke, owr grearest killers. ... Worry abour the wrong
things puts us at greater risk of the diseases that should be concersing us in

the first place.

[t remaing to be determined precisely how much stress-related illness and
injurics and other social harms have been stimulated by gross exaggerations
of danger in media and political messages. In the meantime, existing evidence
suggests that the social costs of fear ave high. For exawmple, during the three
months following the 9/11 artack, ahout 1,000 more people died n traffic
fatalines than in the same period the previoes year, due 1o a combination of
factors that almost surely included a fear-induced spike in the demand tor
driving rather than flying distances of more than 100 miles {see Box 10.1 by
David Ropeik).

Virtually every day, someone somewhere becomes the widely publicized
victim of a tragic but rare event. Yet for each such person who is harmed,
the quality of many thovsands of other jives may be diminished substandally
when they live their lives, taling unreasonable precantions, in fear that they
too might succumb to the unlikely wagic prospects that have betallen the
fow — about whom we may know more than 1s good for our own safety and
well-being.

C. Media and Fear

We fearn about serious acts of violence in general, and about terrorism
in parricular, through the media: television, radio, newspapers, magazines,
and, increasingly, the [nternet. In cur free and open democraric society,
the public is served with such information under the First Amendment to
the Constiration: “Congress shall make no faw . . . abnidging the freedom of
speech, or of the press.” Restrictions op such informaton would make it
more difficelt for the public to hold their clected officials accountable for
failures 1o provide protection for which chey are responsible. The public
obtains usefn! information about terrorisim principally throagh the media.
At the same time, however, the media serve as an essential 1astrument of
terror: without media, terrosists would have no stage on which to perform
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Box 10.1. We're Being Scared to Death
— [ravid Ropex

| wondar whether the politicians who are using fear to get themselves
alected would ston ¥ they knew the harm they mey be doing 1o paople’s
haalth. Ksal physicel harm. Making people sick. Perhaps even wlling them.
Not intentionally, of course, or knowingly, Bul this kind of “be afraid” mes-
szge does mors than encourage peopls 1o think that you are the candidats .
who will make them gafe. |1 crestes stress and may be at least as much of
a lhreat to pusic health as terrorism Lself, ‘

The Unversity of Michigan's Transportiation Resesarch Ingtl fute found that,
in the perod of October through Decembsr 2001, about 1,000 mors
Americans died m orpotor vehicle orashes than dunng the same petion
the vear before. Why? Fear of ﬂy' g certainly piayed a vig role. Though
that fear wasn't something created by the government, it demonstrates
that when geccle are afraid, ”?ﬂy meke cholces like driving instead of
fiying that make them fesl fsafﬁr aver tmauqh such choices raise their

1“\

IR 2

Here's another exarmple. Around the 2002 July Fourtn holiday — the first
0st-BY1Y1 nenora birthday celebration — government warnings -suggested
an increasesd ikeF hoog of terrorism. FBI records indicate nat reguests for
handgun purchases in the latier part of June wers one-third higher than aver
ags. Own oa gun i vou choose, but lat's be honest. The liketheood that a gun
Wit protect you fram a tamonis? gtieck is pretty 'ow. Bo naving & gun eround
aaes increase tha chance of an accident '

Remembar when anthrax was in the mail/ Tens of thousands of us took
antibiotics prophylactioatly, That made us f=el safer, but taking such drugs
in acvances dossn't do much good — it just hens drug-resistart strains of
bacteria proliferata, - :

And then there are the insidious effects of persistently elevated siress.
Chronicelly elevated stress weakens cur immune system. it s assotiated
‘*f!’{h long-ternm damage o our carcicvascular and gastrointestingl systams.

t impairs formation of new bone cells, reduces fertility and contriputes to
clinical depression.

Making ;:}é-"()"le afraid “hrestens their hesith. Are we stressed more than
nommal? A poll by the Na: oAl P«xe e Hegth Asscoiation about the psy-
chological eﬁe cls of /17 released in January nf 2004) found that 48% of
Americans dasoribeo m@mseiv% gs worried, 41% described themselves
" as afraid, 8% said they were mors often emotionally upsst for no apperent
reason, and 7% were naving trouble slesping. in New York City, evidence

&3“@
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suggests ng reczwad drug and alcohol sbuse and smolking in the three vears
since the Sept. 11 attacks.

Jtishardio e ’Elmdt‘f‘: how nuch mr{r has neen caussad by all thiz anxdety
The increased death toll on the roads in late 2007 alone is more than g third
of the towal number of victirms on 8971, It is entrely slausible to sugoast that,
hecause of our fears, as many people have been harmed, and mavbe aven
die a‘ premamirely, as died on that awiful dav.

t's simplistic and overly cynical 1o say that every government communica-
tion about terrorism, such as raising the alert leve! or anncuncing an arrest,
is political. Thare are thousands of government workers earnastly trying to
protec: us. Bul politicians of both parties who use Tear o manipulaie our
votes coninbute to the very harm from which they say they are trving to
[rotect us, '

Fublic heaith is at stake, And not just martal h
being is on the line here, Poople are being harmed &
to curry our votes. T1s Tar o dermand that they st
tham accountable at the polls if they don't,

eatth. Gur physva: welk
as politicians frignten ug
op, E 1d Wil c,hr::t ld hold

[Sowee: Loz Angales Times (Seotember 22, 20043

their acts of flagrane violence against nomcombatants (Frev, 2006; Nacos,
1994 Norris, 2003). The fear that defings rercorism requires media broad-
casting; the wider the audience reached, the greater the fear and more effecrive
the act.?

1. Do the Media Exploit Our Sense of Powerlessness?

The public is especially fearful of extreme predatory acts of violence, acrs
against which they are powerless to defend or protect themselves. This sense
of powerlessness surely conmibutes to the public’s exaggerated fears of ter-
rorism, violent crime, and shark artacks. Accidents in cars and homes, in
contrast, are more likely to bé a product of one’s own heliavior than that
of a predator, as in the case of terronsm and strect crime. Media accounts
of surprise attacks by predators against innocent victms seize the public’s
attention more ndelibly than do depzalom of readily preventable fatal falls

down staircases or from ladders, or of heart attacks that resuit from overeat-
ing and lack of excrcise. The sense of powerlessness thae lies beneath the
public’s exaggerated fears of predatory attacks offers vicarious thrills for the
many who are not affected, who can sit safelv in their homes and witmess
the aftermath of such attacks on hapless vicrims. In the weeks preceding the
9/11 atrack, rwo of the most prominent items in the news were the disap-
pearance of Washington intern Chandra Levy and shark atracks. Although
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Box 10.2. Calvin & Hobbes: Calvin’s Dad Gets the
News (January 13, 1995}

— Bl Whaitterson

N N ) TEUERT T ERIE y Be3d e erroni
TS EHRWITRESS ATV
‘va\«./ 05 Wit Yag AT

NERT o SYERITBESS AcTien

Rt

1 et 607 T svomd emee ‘

= !
;
LT g wED o KNGH '
T R W oy A | 7 |
LY ];‘. B PERATIED E \%\’w Pl
WK MLPLESS FR i b/
y i

JOALVYIN AND HIBBES € 1585 Wﬁ’rteéﬁ)rﬂ. Oist 8y UNIVERBAL PRESS SYNDICATE, Reprinta
with parmmssion, Al nghis :

sheer cuviosity often draws attention to such events presented as news, some
also derive pleasure, secretly or orherwise, in bebolding from a distance
scusarional stories of predatory tragedies befalling others {(see Box 10,23,

For the media, these curiosities and vicarious thrills stimutate enhanced
audience shares and, n turn, more extensive media airing of such cvenrs
{Schaffert, 1992). The disproportionate attention these events receive is often
justified on the grounds that the media are simply sansfying the public's
demand. The “Hir-bleeds-it-leads™ approach to media programming, how-
ever, brings with it a moral hazard: the disproportionate media attention
given to extreme acts of predatory violence can further distort the public’s
already inflated fears of terrorism and other predatory events. Diqproporm
tionate pubhcity given to such events leads people to per ceive that the risks
are greater than they actually are. Sunstein (2005, pp. 78-98} poinis to sev-
eral examples of the phenomenon of “this month’s risk,” including the Fove
Canal scare in the late 1970, the Alar apple pesticide scarve around 1990,
and the sumumer of the shark in 2001, Robinson (2006} notes, in a simnilar
vein, the disproportionzte attention given by media to the occasional disap-
pearance of a photogenic young white woman, clearly aimed at improving
ratings rather than at informing the public about legitimare interests of public
safery. Most Americans would probably be surprised ro discover, as Anne
Applebaurn observes in Box 10.3, that their lives are actuzlly far safer and
that they live much longer than just about any group 1n human history, even
in the era of terrorism (see also Spencer and Crossen, 2003).
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The public’s gross musperceptions of risk derive largely from the tendency
of mass audiences to unconsciously take Information provided over the air
waves and cables unskeptically as gospel, The late Marshall MclLuhan ( (1598],
celehrated aurbority on the power of media, lilened the public’s ditfieul ty in
ééstinguishm; between media presentations and the real world to a fish that
has no expertence of life cutside the pond: “We don’t know who discovered
water but we're pretty sure it wasn't the fish.”d

Box 10.3. Finding Things to Fear
— Anng Appiehaum

s Iife today more f:langemijs than it used o béﬁ«? It certainly seams that way.
Between Alar in apples remember that oners amgiarr ide ir orackers and
trars Tats n just about everything, our food hds becoms inedible. What with
me radistion ermimed by our houses, the araenic in the waier and the toxic
ravs coming oul of ol shones. it isn't really safe to sleep, drink, or talk,
either,

Last wask the entire Metro syatem in Washington, the capital of the free
waorld, had 1o close down for a whole day because someone might e blown
onto the racks duning a hurricane that begarn aiter dinrer, This waek chilaren
in Washinoton were not allowed 10 go 10 school for 8 who's day becauae
streets ware. Dlocked by fallen trees and power lines, and becauss wafl
lights al some Intersections weren't working., A previous gﬁ.neramon ;”mght
have watked around the falien trees and looked both ways before crossing
the street. but the chilaren of nis genaratior clearly live in a much more
dangerous world than did its carents, and we need 1o protect them

Ot mavbe & previous Jeaerc Honwas simply better gt calculating risks than
this one is. Congider this: I 1996 Briish scientists claimed, on fairly flimsy

gvigence, 1o have astabl Shw links between mad cow disease in ceftle, the
human consumption of hamburgers, and a fatal braip disease cailed C30 in
hurnans. "We could virtually lose a whale generabion of people ™ one scien-
fist infamously intoned, predicting & CJ0 epidamic of “biblical proportions.”
ir response, the British govemment staughtered millions of innocent cat-
tle. The costs werg astronomical; the eg ono*m of the countryvside was dev-
astated; Eir:;gﬁsh agrcuiture has never recoversd. Yel thers were ornl\,r 20 cases
cf CID i Britatmin 2000, 17 In 2002, So farn, thig year there are 12 Atthe same
fime, mare than 1,000 people in Britaln will dig this vear from falling down
stairs. More lives would probably have been saved, in other words, if the:
Britizsh govermment had simply banned tha construction of two-story houses.
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s pretty sasy to laugh at Bruish nystenia, especiaily wheﬁ i conoerns
zomething called mad cow disease, Bul ars we 8,’“3‘;:‘ *;vst‘e 2 After Zept 11,
2007, thousands of people n this country swore off airlares and began
driving cars, apparently believing that cars are safer, In fagt, the nusnber of
- dealns on LS highways in a2 tyoical year - mora than 4u 000 - is Mo
then double the number of pacple who have died in 24 commercia! aﬁp}am
acedents in the past 40 years. To put it differently, the odos of being killad
noaterronsgt Inoident in 2002 were ore in 9 illion, In thet same year, the

©ooodds of dying in a wathie acodent were aboul one in 7,000, By takwr‘at;; g

precaution of not fiying, many peogle disd,

Thera are, | conosds, some clear psychological axplanations for some of
this_ It is a fact, for example, that people fear man-made disasiers {igror
| pestcide s; far more than they fear natural disasters thumizanes, snovw-
storms), even whan the lattar are more dangerous. [1is also a fact that people
fear %fc-'“ﬁl' rthings, sueh as SARSE, far mars thar they fear familiar f?‘iing&g

such as pnedmionia, ever though the latter kills a ot rmore paopie than tha
former. Indced, thomsarﬁ; refused 10 fiv 1o Asia for i‘m of ceiching sfaRS

but people didn'™ quit smoking in similarly | awe numbers, aven though the
chances of dying frum sinoking-related diseates were, z;;.d reman, a lat
hgher

Although it is aqually illogical, neople are also more afraid of thinga they
do not contral, which s why dr~w a car does fesl esafef than fiying in
- an arplane, When | am driving, D am behing the wheel. When | am in an

©ogirplane, someons e8e i3 drving, and for ail | know he might ba ill, or dru

ar incormpetent, or firting with the stewardess, or absent altogsether

Finally — aithough | have no proof - 'l aiso hazard a guess that p@a;}‘m@ are
disproportionately frightened by things they :'earz‘ aboutin the newspaper. By
gontrast, ?*}e‘g gre disproportionately willing to discount the evidenca of their
own exgenence. I you icok arcund vour neighbornood, yvou'll notige that the
water 15 ciean wv;ieﬁm it wouldn't necessarily nave baen 100 vears ago - ang
that the fcod isn't rotlen or stale. Most children aren't dying young, Most
- adulis aren’ 't dying in middle age. ‘ -
- Lite s far safer and iasts much longer for the average American than il
ever nas for just abowt anvbody at any other time in human fistory — and
raaybe that explaing the udicrous precautions that oity officials and federal
bureaucrats and teachers and dociors and everyong 2ise jeals obligated 1o
take nowadays o satsly the public’s demands. Now that we've sliminated
rmcst of the things that the human race once fearsd, we've just invanted
new cnes to raplace them.

[Souros »f*%f“'ﬁszﬂ Fost {Septermber 24, 20030, o AZ9 © 2008, Fhe Washngty
“\,;:s rieted wit
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Mchuhar's sentiments swere echoed by George Gerbner (Oliver, 2005)
two decades later. In testimony before a Congressional subcommittee on
conununications in 1981, Gerbner said the following®:

The most general and prevalent association with television viewing is a height
enzd sense of living in 2 “me=n world ™ of violence and danger. Feartal people
are more dependent, more easily manipulated and controlled, more susceptible
ro deccptively simple, strang, wugh measures ana hard-line postures. ... They
may accept and even welcome repression if it promises 1o refieve their tnsecu-
rities, That is the deeper problem of violence-laden television,

Ini their news coverage of terrorism, the media have not passed up opportu-
aities to exploit the Qubim s innate fear of sensarional tragedy. Former Vice
President Al Gore (2007) higﬁ!%ghta another form of media exploitation:
thirty-second spot commercials that run during each election ¢ycle and facill-
itate political pandering. As philosopher Ray Taliis {2007) puts it, “Apoca-
bypse selfs product, aud one should not regard the epidemiology Qf panic as
a guide to social or any other kind of reality.”

Let us consider first how news coverage exploits public fears {the use of
media for political ends is addressed larer in this chapter). In late 2066, after
more than five years without 2 serious episode of terrorisim on ULS, soil, Wolt

Hirzer and his colleagnes ar UNN continued to conclude relevision stories
about vielence in the Middle Fast and srories relared to homeland sccuriny
with this statement: “Stay tuned to UNN day and night for the most reliable
news affecting your securitv.”” CNN was not exceptional in this regard;
it s in the mamstream of TV news reporting in the United States. Some
networks, such as Fox News, have been even more exploitive, What are the
consequences of this fear-fecding frenzy?

Perhaps the most serious consequence of media preoccupatinng with rer-
rorsm s that they may contribute significanty to seif-fulfilling cycles of fear
and violence. Some of this is selt-evidene: tevrorists ase the media as a toal
for terror, zamng videos of the beheadings of noncombatanes and broadcast-
ing warnings of further attacks by ;1had15t leaders. Western media outlets
ordinarily edic and often censor the more groesomic of these media images,
bur there can be lirtle doubt chat the widespread airings of these events and
threats in news reports feed che fires of fear and overreacdon. Media coverage
shapes pnblic opiron., and public opimon, in tarn, shapes public policy.

Ever in the domain of crime, where the perpetrators rypically have little
or no interest 1 making the public more fearful, evidence indicates & sta-
tistical association hetween fear of crime and mediz. Wesley Skogan and
Michael Maxfield {1981}, for example, found a systematic positive correla-
tion berween the fear of crime and the number of hours spent watching relevi-
sion, afrer controlling for crime rates and other facrors. Linda Heath (1984}
found similar correlations berween fear of crime and reading newspapers
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that empbasize the reporting of crime. Although such systemartic evidence
has not yer been reported for the case of terrorism, largely because frequent
acts of terrorism are a relatively recent phenomenon, the impact of 9/11 gives
FEASON to Cxpect an even stronget association between media presenrations
and fear for terrorism than for crime.

2. Reliable Media Accounts, Invalid Risks

The reporting of information abour terrorism, crime, and other threats to
puolic safety (including narural disasters, accidents, and illnesses} appears
on the whole to be relatrively reliabie in all major madia sources. The way
that it is reported, however, provides an excecdingly invalid sense of «the
likelihood that an individual will be a victim of any of these threars, Iha
media have more incentive to provide public informanon that is accurate —
growing corps of media ombudsmen has helped in this effort ~ than to ensure
that the information is representative of ordinary hife. Ordinary life is, by
definition, not newsworthy. Rare, extreme events arc more newsworthy than
commonplace trivial anes, but the problem with even accurately reported
extreme events is that they tend 1o overwhelm the senses.

Mark Warr (2000} notes that the reporting of such events typically pro-
vides insulheient histoncal or geographical context. Information that focuses
on the extreme rarity of the most severe events is considered less interesting,
hence less newsworthy. The problein is hikely to be worse with respect to
terrorism. We have learned much more about the rates and causes of crime
based on valid information in the United States and eisewhere; we have very
little comparable evidence about terrorist events and their causes. Scary sto-
ries supplant such evidence. and however reliable those stories may be, they
are no snbsriture for valid evidence of the prev alence of the threats described.

The scary stories are particularly toxic with regard to rvelations berween
Islam and the West. We are confronted repeatediy by apocalypric images of
suicide bombers actiug in the name of Allah. Muslims have bucn assaulted
no less by grotesque images of Abu Ghraib and of women and children killed
by LS. military, the collateral damage inflicted in the nane of freedom and
democracy, These images have become erched in the minds of the general
public on e¢ach side, yet extensive interviews with ordinary people reveal
that neither set bears any resemiblance whatever to the lifestyles, morals, and
aspirations of the mainstream of either side (Ahmed, 2007; Burke, 2007; see
also Esposito, 20025 Gerges, 2006),

The problem has been exacerbared by several profound changes in the very
natire of media. Thronghout most of the twentieth century, major news net-
works controtled the broadcast reporting of news. Toward the end of the cen-
tary we winessed a proliferation of channcls of electronic communication —
the Internet, blogs, e-mail, chat groups, online jonrnals, and the thousands
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of cable and satellite television channels joﬂadzm Sacks (2002} refers 1o this
change as the replacement of broadeasting with “narcowcasting.” People
throughout the world have thus been given the means to listen only to those
who agree with them and o screen cur voices of dissent, Vivid relevision
images, especiaily, evoke emotion rather than generate understanding (Gore,
2007). The result: the mos t visually compelling protests, the angriest volces,
and the most extreme slogans dominate, contributing to the replacement of
a culture of conciliation with a cultare of conflict. Wirh these developments
comes a loss of conversarion, which Sacks {2002) regards as the heartheat
of democratic politics, and in tun a reduction in the prospects Lor civic and
global peace and an expansion of the breeding grounds {or terrorisim.

3. Media Objectivity

The reliability of media accounts of rerrorism and other events thar stimulate
public fear grows out ¢f the media’s respansibility for ¢hjective reporting.
Reporters who fail to satisfy high standards of accuracy, and their employers,
can become sterics themselves, as occurred in the cases of Jason Blair and the
New York Times, Dan R’\Ih(jf and CBS, and Easou Jordan and CNN. Checks
against biased, inaccurate, or otherwise irresponsible reporting are further
eahanced by nmbudwwm i“i(i}tf;‘d earlier, and by a growmg industry of medis-
on-media reporting, such as WNYC's weekly “On the Media™ program,
Slate Magazine’s “Press Box” column, and nwmerous Internet media wartch
“bloggers.”

Media Rights and Responsibifities. Terrorism raises imique and extremiely
exing questions about media objectivity;

* How do reporters balance their responsibilities to their employers to provide
exciting stories with high standards of professionalism and decencyi

* How do reporters balance hoth of those with their sense of patriotic duty when
conflicts emerge?

» How can they report zbout terrorism responsibiv whern such reports call amendon
to and thus legitimize the agendas of the tersorists?

¢ How should a hostage event be reported whew the reparting can itself worsen the
outcome of the event and increase lncentives for further hostage-taking?

» Heosw muoeh detail should a reporrer provide abourt the wulnerability of domestic
targets if doing so might give new wleas to potential terrorists?

» Should reporters protect thelr sources of information when doing so can endanger
innocent others?

+ Why do terrorst events mothe Maddis Fase receive so much more attention than
equally, if not more, serious evenrs in Africa or Sputhesst Asia?

* Does “balanced” reporting require that every point of view, however unrepresen-
tative Or exXIIeme, be included in the ﬁtory
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+ What cireumstances and rules siiould govern whether an attacker is called & “tﬁr—
rorist” or “mass murderer” or “Islamo-fascist”® racher than an “insurgent” or
“freedom fighter™ or “revelutionary™?

» How should conflicts bevween freedom of the press and the sensitiviries of others
ke resolved?

* How, in shor, doss a reporter honor the night of the public to have accurate
information when doing so feeds fear and terrorism?

Several commentators have drawn conclesions about where reporters come
down on these questions. Some argue that the reporting tends to favor the
terrorists excessively {Alexander, 1984; Bassiouni, 1 1982 Y. Cohen, 1983;
Podhoretz, 1981}, whereas others argue that the reporters allow their sensc
of patriotism 1o overwhelm the objectivity of their reporting (Ewers, 2003).
Stith others assert that the reporting reveals the incivility of the terrorists
and thus hurts the causes they intend to advance {L. Martin, 1983; Paletz,
Fozzard and Ayarian, 1982).

A major difficulty in assessing objectivity Is that such assessments are
ar”(:l} in the eyes of the beholder. "Those who think Fox News's reporting
of terrorist events is objective will rarcly be inclined to see Al Jareera’s
reporting of the same events as obiective, and vice versa. Many regard both
to be biased, with Fox News giving a a%;x?;nctl} pro-Ametican perspective and
Al Jazeera reporting {rom a strong pro-Arab perspective, The facts reported
by both may in fact be accurate, but the selection of events reported, people
interviewed, and segments shown may not be at all representative of the
respective populations frem which each of these selections is made. The
selection may, instead, be designed 1o feed the point of view o,§ a particular
audience,

The Danish Cartoon Episode. Tension between freedom of the press and
the need for media to excrcise self-control and refrain against inflaming pas-
sions reached a boiling point in early 2006, The ordeal began in Sepresuber
2005, when the Danish newspaper Jyllands-Posten pnblished twelve cartoon
depictions of the prophet Muhammad, one showing a bomb in his turban.
Many Muslims regard any picture of their vevered founder as blasghemous,
and the cartoons were considered especially insulting. The iniual response
was in the form of restrained protests by Danish Mustims; this was followed
by sharp criticisms throvughout most of the Mustim world. Other European
newspapers expressed solidari ity with the principle of freedom of the press by
veprinting the cartoons. By late January 2006 the reaction had became incen-
diary, resulting in boycorrs of Danish products, demands thar Denmark’s
prime minister apologize, burning of the Danish flags, bomb threats, the
wssuance of farwas against offending cartoonists, the destruction of Buro-
pean cmbassies and consulates, rioting, and the deaths of dozens of people
m Afghanistan, Pakistan, Nigeria, and clsewhere,
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The affaiv was portrayed initially in much of the Western media as a clash
of civilizations, a conflict between ?he hallowed principls of freedom of press
and quaint © é}ftf“flf}d'&.“ibtlc notions of blasphemy [ “Clash of Civilization,”
Wall Street Jonrnal, 2006). The editor of j{'yr’:ma?a“ Pasien argued that, in
mviting and publi khmsﬁf the carroons, he was just following Karl P{)@pv
adage of avoiding tolezance of the intolerant: “Qur goal was simply to push
hack self-imposed lintits on expression thar seemed to be closing in tghrer”
(Rose, 2006).

Arguing on the side of moderation, op-ed essays and editorials elsewhere
expresyed the ifdea that with the rlgm: of freedom of the press comes the
responsibility to exercise restraint and show respect - for ideas thar sonse hold
as sacred {Hiarr, 2006}, Urging Western media 1o lead by example, Reza
Aslan (2006) argued that the carroons “fly in the face of the tireless efforrs
of so many civic and religious leaders = bath Muslim and non-Muslim ~ to
promote anity and a;%zmx]dtlop rather than hatred and discord; because they
play into the hands of those who preach extrennsng because they are fodder
for the clash-of-civilizations mentality.”

Along a similar Jinf‘ Robere Wright (2006} ohserved that the error of
the Danish newspaper “was to contlate censorship and self-consorship.” He
argued for asymumetric standards, asserting that the need to exercise restraine
i publishing material offensive 1o Muslims was greater than for [ollowers

£ other religions because contemporary grievances of Muslims run deeper.
Wright reasoned that, in much the sanve way thar the Kermer Commission
recomimended in 1967 za greater show of respect for the dignity of poor
arban minorides and the ﬁ\,.z:fd to recognize the difference between what
trigrers a riot (how police handle a traffic stop in Watts! and what fuels it
{discrimimation, poverty, and so onl, so is  cssential ro support peacetul
coexistence with Muslims by aveiding offensive acts, to “ler each group
decide what it inds most offensive.” :

Guidelines for Finding @ Balance, What compass snould journalises and
producers use, in both the prine and broadcast media, to guide them through
this thicker of difficulties, balancing the public’s right to knaw with its righe
to be protected from harm? Several trearises have been written on the role of
ournalists and the standards of professional journalism, Mest hists of such
standards include the commitment ro reporting that is cruthfo! and unbiased,
responsibie and in good conscience, ez*ﬂaged and refevant, compr ehensive
and proportional, honest yet respectful of things held sacred. One such lise
of journalistic standards, based on a survey of some 300 journalists con-
ducted by Bill Kovach and Tom Rosensricl (2001 and g;}cmsma{é by the Pew
Research Center, s shown in Box 10.4,

Kovach and R.r};em ticl ewplain that it had been common, bat is no longer
acceptable, to rsducc journalism to simple P laritudes Like “We ler our work
speak for itself.” Insread, thev write, “The primary purpose of jonenalismis to
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Box 10.4. Kovach and Rosenstiel’s Elements
of Jourmnalism

Y

Candrnalism's first onhflgation 8 1o the truth,

2. Its firat lovelty & 1o citizens,

3. s gssence 2 & discipline of verfication

A4 Its practiioners mJsl mainisn an rfiv,,,mdww from those thay
Siver,

5. 1t must serve as an indecendent maonitor of power

8. It must provide a forum for public crincisn and compromise.

7. tmust stnve fo nwk_,@ the significant mieresting and relevant

8. st keep the news comprehensve and D'(};:orix::s: =1

$. W pracutioners must be allowed 10 exercse ther personal con-

HOHENra.

[Source: Bl Kovach ang Tot WWhat Newsoeopie

Should Krow and The Publio S

pra‘;'*;ide ¢itizens with the information they need to be tree and selt-governing

(2001, 17).7 This s particularly essennizal, they observe, In emerging
nations, [rz advanced nau&ms, and parncularly rhe United States, they sce
another danger — namely, that “independent journalism may be dissolved

in the solvent of commemml communication and svnergistic self-promorion
(p. 18,7 They see the ideal of a bree and independent press threatened for
the first time not just by intrusive governments, but no less by comimercial
interests that way COZ}ﬂlC;., with high goals of p‘lbllc service.

Journalism profﬁssor i"}hilip Meyer 12004) pats it starkly: “Cur onece noble
calling is increasingly difficult 1o d:stmmmh from things that look like jonr-
nalisr bue are ;mmuui‘ ﬁdwmsigg, press agentry, or entertainment. Th
pure news audience is drifiing away as old readers die and are replaced by
voung people hooked on popular culture and amusement.” Comedy Central’s
Stephen Coibert spoofs this tendency: “Anyone can read the news 1o vou. [
promise to feel the news g/ vou” {quoted in Peyser, 2006, p. 531, Program-
ming 1$ driven by ratings and profits, and pews that mercly informs cannot
compete for large audiences with news that grabs the attention, shocks, and
entertains (Altheide, 2006). Meyer sees the source of the probiem in a shaft
i media ownership. Outlets previonsly owned by people with stakes in local
commuuaitics are now run by faceless investor-owned corporations,

Columnist Jim Hoagland (20035a) sees the commeraalization of media as
having dire consequences hoth for the responsible coverage of terrorism and
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the larges conversation on psticnal security matters. He sees this as more
disturbing even than the dechne of civility in society:

isnot so disturbing that the national pelitical discourse has becoms detachec
Itisnot so disturbing that the national political d has bec fetached
trom civility. That hias been frus, and not taml, at other periods in Amerkcan
history. ... Whar is disturbing s that che aational political discourse is inercas-
ingly detached from reality. The emotionalism and character assassivation
practiced by both sides .. i3 mistaken for “pelitics.”

Instead of rurning out more enginecrs or scientists, American society seems at
times more geared to forming consumers, producers and critics of a particu-
larly bombastic kind of polidesl theater, which comies in enfertainment and
information flows that are increasingly hard o distnguish.

Can the media find a way of controlling itself more responstbly and etfec-
tively in the face of these pressurcs? If it fails, what recourse can the pablic
take? Phil 1I‘ Meyer argu{:q that the only way to save ‘ournalism is to develop
a new business model that rewards commuanity service, one “that finds profir
m truth, vigilance, and social responsibility.” He observes that the nonprofi
sector may be more amenable to responsible pubhe service journalism and
that snpport from foundations can be a more than suiable complemens to
canventional commercially supported media. Meyer regards National Public
Radio (NPR} as a suitable model for nonprofit journalisim”:

While subscriber support is an important source of s revenue, more than
40 percentcomes from foundation and corparate sponsors. NPR keeps a pelicy
manual that spells our the limits of pernissible relationships with funders. [t

“doos non allow grants that are narrowly restricted o coincide with g donar’s
economic or advocacy Interést,

There are other promuinent nonprofit broadcast wedia outlets, including
C-SPAN and the Corporation for Pablic Broadeasting, created b;v Congress
in 1967, C-SPAN is significant for its distinctly noncomimercial format and
edicational mission. It presents unedited broadeasts of lectures, congres
sional hearings, academic panel discussions, and book reviews on marters
of public interest, policy, international affairs, science, politics, cconomics,
literature, health, the environment, and ethics.

Oue of the disuncrive features of the nonprofit broadeasting media 15 that
they present more thoughtfud, less sensational coverage of crirical issnes.
Thus, noaprofit broadcasring offers an answer to Wiiliam Raspberiy’s {2005)
lament of the “death of raance™ in ¢ optemporary media:

Some of the blame for the death of nuance must be Jaid to the mindless
divisiveness of those cable news outlets that weat politics as a blood sport.
it's bard o acknowledge thar the other guy maybe has a point when he is
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derermined to prove to the world that yvou bave no point wharsoever, Nuance
stacts ta sound wimpy.

Clearly, there are many ways to strengthen the abilicy of media 1o serve
the public more effectively in the era of terrorism. Paul Wilkinson (1997,
direcror ©f the St. Andrews University Centre for the Study of Terrorism
and Political Violence, reminds us that the stakes are high and that jour-
nalism standards need not be sacrificed as the media sirive to avold serving
the interests of rerrorism. He recalis Margarer Thatcher’s metaphor: *Demo-
cratic nations must try fo iind wavs to starve the rervorist and the hijacker
of the oxygen of publicity on which they depend.” In Box 10,5, Wilkiu-
son offers several suggestions for improving the media’s ability to help in
the fight against terrorism without compromising iu any fundamental way
professional journzabistic standards. '

The problem thar Wilkinson does not address s that some media outlets
are more responsible and show rmore self-restraint than others, and lmembers
of the audicnce — responsible and irrespousible alike — can choose to go
wherever they want. Although the solutions to this problem arc elusive In a
free and open society, the problem itself'is clear anud extremely dangerous:
irresponsible media feed the terrorists and ¢reate bad poliey (Frev, 2006).
Wall Streei Journal colummist Dante!l Henninger (2006}, commenting on
gruesoine television images from the 2006 war between Hezbollah and Israel,
puts the matter as follows:

Whatever the purpose, a world in which people get fed streams of awinl
images to drive political conclusions produces a familiar effect: They eventaally
become inured to the images. Fluman wells of moral ourrage are deep, burnor
botromless. If emotional outrage is the bass on wlich they are expected o
make jedgments about pelitically complicared svents like Lebanon, many will
turn away, rather than subject themselves to a gratumons, confusing nunbing
of ther sensibilities. This is not prograss.

D. Exploitation of Fear by Politicians

The media are not alone in feeding and inflating our fears. Politicians often
take it a step turther and convert the inflated fear into bad policy {Altheide,
2006; Mneller, 2006). Why should they wish to do se? Because they wnow
that voters are often influcnced more by emotion than by reason (Westen,
2007}, Polidicians have learned — throngh divect expericnee ar from their
advisors or both — that the voters” fear of crime and terrorism can be used
to advantage in campalgning for public office, whereas the failure 6 do so
can end political careers. In a televised debate with George H. W, Bush,
in the presidential election of 1988, Micheel Dukakis was asked about his
opposition to capital punishment: Would he not support the death penalty
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Box 10.5. The Media and Terror: Managing
the Symbiosis

The reletionship between isrrorists and the mass media 18 inherently sym-
biotic. For mass media organzat f

wons the coveragse of orrorism, espeaially
prelonged incidents such as hijackings and hostage ss’tuatlsns, provicas an

'}dless source of senzational and visuzlly compealing news stories capa-

bie of bocsting audience or readership figwes, For the terrorists, mod-
em media technglogy, communications satelltzs and the rapid spresd of
telavigion have had a marked effect in incressing the publichy potantial
of terrorism, As long as the mass media exist, terorsts will hunger for
what former British Prirme Minister, Margaret Thatcher, calied "the oxygen of
publicity.

The free media clearly do nat renresent terronist values. Generally they
tend to reflect ine underlying vaives of the gemacratic sociaty. Bur the mediz
in an oper scciety are in a flercely competitive market for their audiences,
constantly under pressure to be first with the news anc 10 provide more
information, axcitament, and enigrtainmant than their rivais. Hencs they
respond 1« tarrurist propagande of the deed because 11 is dramatic bad news,
This does not measn (nat the mass meadia are controlled by the terronizts. it
does mean that terronsis aftemnpt to manipulate and exploit the free medis
for thelr cwn ends. it also means that responsibie media grofessionals and
the public need 10 be constantly on thelr guard against terronst stempts
manipdlate them. ‘

derrerisis vieww the mass media in s free soclety in cynical and oopo~
tunistic terms. they have nothing ou contemmpt for the values and att-
des of the demacrqtm mass madia. For example, they view the madia’s
expressed concem for the protecting of human life as mere hypoerisy and
sentmeniziity, Hwﬁémr manty terronist leaders are well aware that therr
causs can ba damaged by wifsvorable pubiicity. Hence the more eg?abl‘"?‘é@d,
and sophisticated terrorist movernants invast sonsiderable time and effont
in waging propaganda warfare directed both at domestic and intermationa/
audiences.

he free medis m an open society are particularly vulnerable 1o explotation
and rmanipulation by ruthless werrorist crganizations, Inusing TV radio, and
the print madia the terrorists generally have four main objectives

1 To convay the propaganda of the deed and to cragie extrame Tear
amaong their targe! group
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2. To mobilize wider supsort for thelr couse among the peneral pop-
ulation, and international opinicn by ermphasizing such thames as
righteousness of ther cause and the inevitability of ther victory

3. Tofrustrete and distupt the response of the government and security
forges, for exarmple, by suggesting that all their practical anti-terrarist
measures are inherently tyranrical and counterproductive

4. Tomabiize, incite, and boost thelr constituency of actual and poten-
tial supporiers and in 80 doing 1o increase recrutment, raise more
funds, and ingpire further atiacks

Police face considerable obstacies in dealing with this. In an open soci-
ety with free meadia 1t i3 Impossible 1o guarantee that police anti-lerrorisi
operations will be sategrarcad edainst being compramised or d{sr-u;ﬁed by
iresponsible media activity, However, a graat deal can be achievad by ensur
ing thel expert press laison and news management are an intrinsic part of
both the peice response 10 any terrerist campaign and the centinganoy plan-
aing and oris’s managemeant processes. Indeed, in a demaocratic scolely a
sound and effective public information policy, harmaessing the great power of
the mass media in o far as this is possible, is a vital elament in a successfil
strategy against terrorism. This nower of the madis and the political lead-
ership 1o mebilize democratic public apinion, S0 comempruously tgnorad oy
the terrorist movernernts, revaals a crucial flaw in terrorist strategy.

There are a number of othier imporiant ways in which responsible media
1 a democragy serve 10 frustrate the zims of terrarsts. Terrofisis like 1o
present themselves as noble Robin Hoaods, champians of the oporessad and
downtrodden. By showing the savage cruelty of terronsts’ violence and the
way In which they viclate the rights of the innocent, the media can help to
shatier this myth, Tt iz quite easy to show by plain photogranhic evidance,
how tarrorists have failed 1o obhserve any laws or rules of war, how they have
murdered women and children, the old and the sick, without compunstion,

What elze can the madia do n & positive way 10 810 In the struggle agamst
tarrarism? There are numerous practical forms of help they can nravide.
Resoonsibie and accurate reporting of inciderts can create heightened vig-
dance among the public © observe, for examoie, unusual cackapes, suspl-
cious perscns or pehawvior, At the practical level the media can carry wamings
to the oun.ic from the police, and instrections &s 1o how thay should reacr o
an emergency. Media with inlarnational coverage can provide valuable lsads
concaming forgign movements and inks petwean persenalities and terrorist
organizations,

Finally, the mediz alse provide an indispensable forum for informed dis-
cussion conceming the sozial ang political implications of terrorism and the
development of adeguate policies and courtermeasuras. Anc media which
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rlacs & high value on demoaratic Tresoorms wil fughugmd NEOassarily, o
tinually remind the aulhorites of their broader responsibities to éns uze that
the responzs o 1erronsm & consistent with the rule of law, respect for basic
rights, and the demands of scoial justic:

These contriputions by the media fo the wear aagainst terorism are so
valugble thai they outweigh the d?ﬂ“*dvartag@ and risks and the undoubied
darnage caused by a sroalt mincrity of brespensible jowrnalists and broadoast-

5. The positive work of the media has bean either gravely underestimated
or ignored. The media in westemn libera! states sre g weapon that can be
used as a maior ool in the defeat of terrorism. The media need not hecame
the insttument of the terrorst. In (e end, voluniary seff-resiraint aimed at
avoiding the dangers of maninulation ard explaitation by ferranst groups s
likeiy 1© be the most sfiective and responsibie aporoach avsilabie {0 mass
Media organizations,

Adagdes Trom Peul Wilkimso's "Besie ard Terroremm: A Beasseasment,” Teroriem end Folivcal
Violance, Volume B, Number ¢ Surmimer 18070, pp. 51 641

for a bypothetcal offender who had raped his wife? His deliberate, bland
defense of his position against capiral punishment, together with his having
been held accountable for a heinous crime committed by convicred felon
Wiliie Horton following a furlough release while Dukakis was governor of
Massachusetes, all bur sealed Mr. Bug}‘ s vicrory. Few prestdential candidates
of either political party have expressed opposition to the death pepalty for
rwenty vears afrer the Bush-Dukalds election, and i became commmon practice
for a political candidare o seek political advantage by “Willic Hortoniving”
the apponent, attempting to persuade the elecrorate thar the opponent was
weak on crbme.

A sunilar political strategy of exploiting public fear has developed on the
issue of terrorism. In the 2004 Presidential campaign, Democratic candidate
Jobhn Kerry accused the Bush admnnistrarion of waging a thoughtiess, insen-
sitive response to fervorism, Tesulting in a jess secure United States. Vice
President Cheney responded with this vetore “America has been in too many
vars for any of our wiskes, but not a ouc of them was won by being sensi-
tve” (Milbank and Fisu, AOGJ:; Senaror Kerry responded in kind, approving
a tefevised conumercial of 2 woman saying, “I want te lock into my daugh-
ter’s eyes and kuow that s&-e is sate, and that is why I am voting for John
Ferry.” Alrhough many saw the Bush ream as the leadmg fearmongerers,
sociclogist Frank Furedi (2004} wrote thar the “politics of fear” transcends
the polincal divide: “lin fact, Kerry 1s a far more sophisticated practitioner of
the politics of fear than his Republican opponents.” Politicians who avold
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tueting the fires of fear can be found in borh major political parries, but many
other ;}{')iiricéans across the polincal spectrom have shown lirde reluctance to
cxploit public fears about threats to domestic and forcign security in order
to win votes, and they appear to be able to do so with impunity.

Parents often alm 10 overcome their chiidren’s lack of awareness of real
dangers such as streer raffic, and mythical ones such as razor blades in
Halloween apples, by magnifving the risks, hoping to replace their children’s
inexperience with provective information, however distorted. They often rake
the vpposite approach to deal with imaginary threats such as monsters under
the bed by reading calming bedtime stories, Paternalistic governments may
s inclined to trear their citizens in much the same way, blowing some risks
aut of properdon and enacting overly protective laws — Taredr (2002b) and
Sunstein (2003} refer vo this as the “precantionary principle”™® —and onder-
playing others, especially when special intevest groups ¢the tobacco lobby
s a prominent example) make such distortions attractive. One of the char-
acteristic strengths of an estabiished free society is a bond of mutual trust
ard responsibility between toe elecred and the governed: government ensnres
that the informarion the public has about domestic and foreign threats is
acenrate and balanced, and it trusts thein to handle the information respon-
siply, Terrorism can cr{)d? this cohesion, and politicians who use terrorism
four po.d.umi ends may accelerate the crosion.

Brzezunski (2007) argues that, by ahscurmg the public’s ability to reason,
frar “makes 1t easier for demagogic politicians to mobilize the public on
%EMF of the policies they want to pursue.” Furedi (2006) gocs on to observe

hat politicians and governments find it easier to exploir the idea that the
gmni;t 15 vulnerable ﬂhm to lead the puplic to higher ground:

The polines of fear can flourish because 1t resonates so powcerfully widh €a’}day’ $
culturai climate, Politicians cannot sivaply create fear from thin air. Nor do
they monapalize the deployment of lear; panics about healih or security can
just as casihy begin on the Inrernet or throwgh the offorts of an advocacy group
as from ‘he etforts of govermment spin docrors. Paradoxically, governments
spend as much time teying o contain the ctfects of spontaneously generared
scare storios as they do pursning their own fear campaigns. The reason why
the politics of fear has such a powerful resonasce is because of the way that
personhood has been recast as the vulnerable subject.

This sort of exploitation of public fear by the White House following 9/11
has beenasserted perbaps most rorceflully by Pulitzer Prize-winning mur‘mi st
Ron Suskind (2006), based on extensive intervicws with former CIA Director
George Tenet and his intelligence associates, Suskivd writes that a guiding
principle behind the invasion of fraq and other ﬂ{)li{;jes associated with =
Guestionable war on rerror was Vice President Dick Cheney’s “one percent
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doctrine™: the best way to think about a low-probability, high-impact event
is to treat it as ‘choug,h it were 2 certainty. (Recall the Furedi and Sunstein’s
precautionary principle, described earlier.) Suskind reports that incelligence
experts accustomed to providing the oxecutive branch with systematic evi-
dence and objective coacinsions about security threats found their analvses
ignored vnder this doctrine ~ except wher their findings or conclnsions sup-
ported preferred policies - so that predetermined initatives could be sold to
the American public.

The problem with the logic of the one percent dactrine is that it may
acmally produce conditions that raise a smali probabilty of catastrophe to
a much larger likelthood. A safer acd saner approach may be to recognize
that fear is precisely what terrorism 1s designed to exploir and to depzjive the
terrorists of opportunities to exploit our fear. Political leaders are in positions
to follow this approach. Political scientist Andrey Cronin (2006] argues that

al Qaeda is dangerous, bur that we can inoculate ourselves against its dangers
b"a: depriving it of its ab lity to manipnlate as psy ch()logmaﬁy Terrorism ends
with us, not with al Qaeda.

Political pandering in the presence of serious threats to sccurity is neither
inevitable nor inescapable. Effective political leadership does occasionally
emerge, especally 1o tines of grave threats to national sccurity. One has
oaly to consider Prime Minister Winston Churchill’s effective exhortations
to the people of England, Londoners in particular, to be courageons in the
face of brutal and incessant bliszkeieg bombings by the Germans in World
War 1. He led both by word and example, holding cabinet meetings at
14 Downing Street rather than in bunkers, often well into the dangerous
nightrinue as bombs exploded nearby. The people followed Churchill’s lead,
and the courage of the British helped first to enable them to survive the arracks
and carry on, and eventually to contribute in significant ways to the defeat
of Germany. (On the occasion of his eightieth birthday, 1 1255, Charchill

emarked that it was Britain thar *had the lion’s heart,” {hfzt he merely “had
the luck to be called upon to give the roar.”)

A memorable display of fear reduction leadership echoing Churchill’s was
shown by New York Mavor Rudy Ginliann in the hours and days following
the 2001 attack on the World Trade Towers. Of particular significance 1s
the fact the Giuliani became a sericus presidential contender in 28607 based
principally on lus display of extraordinary leadershup in that time of duress.
Alti’ioubh his reputation for cabming the public’s fears were diminished by
what many regarded as a shameless, nonstop @xplo;mtz@n of lus 2001 accom-
plishiment for political gain in the pm_sadﬁ:m;al campaign of 2008 [see, e.g.,
Friedman, 2007}, Giniiani had revealed in 2000, nonetheless, that showing
courage can be a considerably more successful politicad strategy than stoking
the coals of fear.
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E. Fear and Public Policy
1. Managing Fear

Given the cenitral role that fear plays in tervorisin, public policvmakers would
do well to combine their focus on interventions against terrorists and the pro-
rection of targets with attention to managing the public’s fear of terrorism.
Fear 13 not an immurable given, a phenomenon over which we have no con-
trol. It is manageable, borh for individuals and groups, and by both public and
private agents. How can public officials work with private citizens to do this?

First and foremost in any campaign 1o reduce unwarcanted fear is a cred-
ible system of securiry against terrorism. The general public is sophisticated
enough o recognize that nothing is as credible as the passing of several years
withour a serious incident of terrovism. Ir is almost incvitable thar serious
rerrorists will slip through even strong secunity defenses from time to time,
bur over the long haul, political rhetoric is no martch for the reality of securiry
on the ground. o

Second, in the post-9/171 era the fear of rerrorism, by most reasopable
acconnts, has been excessive. A basic element in a strategy of fear manage-
ment is to trear excessive fear as a public bealth problemn and have the U8,
Deparvment of Health and Human Services develop a coherent and compre-
hensive serof programns for preventing and respending to the problem (Burler,
Panzer, and Goldfrank]. To deal with inflated fears of terrortsm, authorities
can also consider applving fear reduction programs that have proven suc-
cessful in managing the fear of arime to the fear of tecrorism. Fear reduction
strategies for conventional crime instituted as part of the 1980s communiry
policing movement, described earlier, have elements that arc applicable to the
problem of terrodsm, where the stakes may be much higher. Local authori-
ties can legitimately regard acts of rerrorism as extreme viclent crimes vnder
state [aw. From their perspective, fear management interventions should be
both highly relevant and usefnl.

Thesc interventious are likely not ro be uniform over time and place. Some
fear reduction interventions {or streer crimes are likelv to be more relevant
and pracucal than others for the prevendon of terrorism. Effecrive cutreach
programs to mosques i1 neighborhoods with Muslim poputations, for exam-
ple, are likely to be more useful in dealing with fear within both the Maskin:
and non-Muslim communities than programs aimed at removing ordinary
graffid. Introducing guardianship st alvports afrer 9/11 was a grear expense
and inconvenience, but the public was quite willing to endure both the costs
and the intrusions in order to reduce their fear level. Fear reducton pro-
grams that induce effective adaptive behaviors — such as avoidance, secking
professional help and pertinent informadion, gerting insurance, planning, and
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finding switable coping and protective actions - appear ta be among the more
effective programs (Kirschenbaum, 2006),

As noted earlicr, federal officials are also responsible for ensuring that
zublic fear levels are neither excessively high nor too low [‘Ll‘ltl‘»é to ohiec-
tive threat levels. As Gregg Easte %rq}ok obscrves in Box 10. é, the federal
government plays 4 cntical role in manazing the public’s fear of terrorism.

Box 10.6. The Smart Way to be Scared
— Gregg Fasterbrook

WASHINGTON, Thursday, | walked into a hardware store in suburban Mary-
land 1o Buy de-ising crystals in advance of a predicted weekend srowstorm,
Lines of customers waiting 1o pay snaked through the aisles, dozers of men
and waornen with shopoing carts full of duct taps and plastic roils, Needless
w0 say, | left without de-icing compound, | aiso teft thinking, Whats the point
of this?

Fiashing “thraat leve™ warning boxes on newscasts Folice officers with
R‘ho tguns wandering Times Sguare, antiairera® missies near the Washington

Aall, Federal mﬂ;?ruftmw 10 stockrile water and batteries and obitain plastic
a—md tape for & “sate roorn.” Yel iU's far frorn clear that this securty rush vl
help anyone.

Governmant cannat, of course, know whﬂa: will nanpen or when. During
the 19680, whan the menace was missile sMack by tha Soviet Unicn, oitizens
wera urged to do both the useful i:“sz%k 'Ec- out shalters) and the useless
{crouch under the desk at schooll. Officials suggested suen things because
it was what they were sbile to think of,

Today, with no swre defense against temronis ip a8 free s-fvr“;@zy, oiticials
soncarmed about chamical or biolhgical sttack are sugpssting the things they
are abie to think of But this may only distract attention rnm the maore tikely
tnreat of corventicnal bombs — and the witimate threat of the atom.

Consider the 'mania for duct tape. As Kenneth Cnang and Judith Miller
reported in The New York Times last veek, xpe 5 view Tha tepen-up room
as manly & peychological benafil, Mareover, mary now rushing to by duct
iape may have exaggerated, medzawpumped fears of chemical or biniogical
WEADOMNS.

I terrorists use chemical vweapons, they will propably affect a tiny area
at worst, because toronsts would have chemical agents in relativaly small
amounts. Though any amount of chemical agent might seem ghastly, In

clual use chemicals have proves no more deadly, pound for pound, than
converntional bombs. '
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h and Germans used one on of © weal weapens par | Y
causad durng Wonid War | The 1885 release of %%\ﬁk nerve gas sarin in the

Tobvo subways by the Aurn Shinrkyo sect killed 12 people, fawer than g
small, standard bomb mialht have killed in that medw:i ancinsed area. An
estimat g;d 5,000 Kurds died in Saddem Husseain's chemizal attack on Halabizg,

iraq, in 1888, but this (nvolved dozens of fightsrbombers making repasted
low passes over the town. it's hard to imagine thal terrerists coud pull off
such a coordinated hsavy military manetver.

Aterronst release of chamics! weapors inan Amencan oty would orobably
have effects confinadio a few blocks, making any one person's odds of hanm
far less then a million 1o one. ‘

Your nisk of dving in & car accident while driving to buy duct tape likely
axceeds your risk of dving because vou lackad duct tepe.

Last week, a Washington talk radio host discussed what |§S*5PEEPFS should
do if “a huge cloud of colson gas is drifting over the city.” Mo nation’s
miiﬁtary has the technical ahility to create a huge, lingering gas cloud: in
autdoor use, chernical agents are lethal only for a few moments, because
tmw ind gquickly dilutes them. Chenvical agents are deadly mainly in enclosed
circumstances — subways, for example, or in %3 ding ventilation systems.
The duct-teped room in 2 home i of iittle use in such 8 scenano,

AT993 study by the Office of Technology Assessment found that one ton
of perfectly delivered sarin, used against an unprotacted oy, sould i as
many 25 8,000 But the possassion by terrorists of 2 ton of the most deadly
gas seems reasonably unlikely, while perfect conditions for & gas attack —no
wind, ne sun {sunlight breaks down nerve agents}, a low-flying plane that no

ne s shootis ;z:; at — almost never happen. Even light winds, the 1983 study
Qro*&aim would droo the death 1ol 1o ebout 700,

Haven | mcﬁred dead would be horibie, but similer 1o the harm that might
be inflicied in 8 crovaded area by one lon of conventiona) explosives, Bacause
these explosives are sbout as deadly as chemicals pound for pound, but
far easier 1o oblain and use, ferrorists may be more likely to try o béGw
things up. Almost all recent terrorist altacks arcund the world-have involved
conventional expicsives.

The image of millions cowering behind plastic sheets as clouds of biolog-
ical weapons envelop a city owes miore to science fiction than reality. The
Japanese use of infesiend with bubonic plague against Chinese cities
in World War Il was the only successlul instance of bioattacks in contem-
porary warfare In 1971, “wesaponized” smallpox was accidentally released
from g Soviet plant; three people died. In 1578, an exglosion at ancther
Soviet site released 2 Grge ocusnhity of weapons-grads anthrax, B5 pscpis
died.
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I 18989, workers 8l an Arnarican government faboralory near Washingion
were acoidentally exposed o Ebola, and it was several deys befors the
mistaks was discovered: ro one died, A coardinated anthrax attack in the fall
of 2001 killed five paople, a tiny fraction of the numiber who died of influsnza
during the time the nation was tarrified by the anthrax letters,

Mone of this means bioweapons are not dangarous, Bul in aciual use,
Hological agants ofien harm iess then expecied, partly “or the simgole
evoluticnary reason that people have immune systerms that fight pathooens,
Also, as overs!ll public health keeps irhoroving, resistance 10 binagents con-
tinues o increass,

Conceivably, being in a duct-taped room could protect yvou il a plane drop-
ping anthrax spores were fiying over, Smalipox, on the other hand, must be

CcommunicsTed person 1o persen. Those in the immediate area of an out-
oraak might bhe harmead, but as socn as word got ouf, hesalth authorilies
woulld [solate the vicinity and step the spread. By the time you khew to rush
o your sealed room, vou would either already pe infacted or the emergency
wolld be over, _ -

Another point skippea in the public debate: smalipox is avwfu! and Righly
contagious, but with modam treatment ususlly not fatal. Anthrax dossn’t
necessarily kill, sither, as the nadion leamed in 2001, Only in maoviss pan
mists of mystenous bipagents cause peeple o drop ke stones. In raality,
pathogens make peopie i meadical workers rush in and save most of (he
exposed,

Hoenms rmeraly leave sick peopls whom doctors may heal, terrorists may
favor conventiona! expiosives that are cenaln 1o kil

While government officials now emphasize improbable events invoiving
chemical or Giological arms, less 18 being sald sbout hove 1o e ready Tor
two mgcabre threats the public s unprepared for: atomic explosion, and the
radiclogical, or “dirty, ” bomnh.

Tre chance that & cride aromic device will someday detonate on Amsrican
sailig, by a large margin, the worst terror threat the nation feces. Yei tha new
Deparirnent of Homeland Security has said iittle about stomic preparacness,

To think the umtninkabls, 1 an atornic device hoaring about tha yisid of the
Hiroshima weapon want off cutside the White Mouse, people for roughly a
mile I each direstion might die. But most peopie 1y the District of Coturnbia
waould survive, while the main effert on Washington's suburbs would be
power {zilures and broken windows. So the majority of peope i Washington
&ng its suburbs wno wouild not die would need to know what w0 do, But do
they? Genaraily not, because there nes been stant discussion.

Hers's what 1o do: Remain indoors &t isast 24 hours o svoid faliout:
rermain on ground floors or i the basemenis of buildings, if you are upving




of T1e exp.osion stay put; if downwind, flee by car only 1f roads are clear
since busidings provide better fallout protection than cars))

Perhaps more likely than an atomic detonation would be a “dirty bomb,”
irwhich conventional explosives soread radicactive matenal. Since this has
never baen useg, ettects are hard o project. Most Lkely, even an extremely
Iargf" arty bomb sy, an entire truck converied 1o ongl might kill orly “hozse

Aiihing oty bloos, Fgllmi vcmld probatly threaten oy Those a Tew nundrad
ci UKZm ands of yards downw

Yt i peopie heard on the v dlo that & «:ﬁi*iw bomni hed exclocad ~ if they
SO :“rmch as heard e worg radation — panic might set in in Manhattan or
Washington, mass chaos 10 escaps mmght rasult in-more deaths than the
oy self

Beiis the government explaining 1o the public how 1o Fedft fad rty bomb
goes off ! (Stey indeors; if upwind do nothing, if downwing, crive away only
if roads sre clear; take potassium iodide pills to prevent some effects of
faltout) The Department of Homeland Sacurity Wab site, for one, has loads
of information about arthrax, but offers sqersz ially zero onwhat to do in the
evert of raciclogical G’X{Z}ICS ons,

increased presence of police and millt
reriste, and by being more visible and waving Bigger weape
ment s deing wnat it can think of. But government otficials who are advising
people to buy plastic sheets create unnacsssary anxiety wnile achisving little
bevond helping hardwea e stores, The agvice people need 1o hear concerns
ihe atomic threatl - and why potassium iodide matters more than duct tape.

o

v urits incities may help deterter
n

is, law anforce-

o)

[Copyright & 2003 oy tha Naw York Times Co. Reprinied with perrission )

We have not exhausted the prospects for reducing fear at cither the local
or federal level, in large parc because we have put so many mMore Tesources
and so ruch more energy into the war on terror in generzl and operations

n the Middle East in particular. In turning people throughout the world
apainst the United Stares, these efforts appear to have given the U.S. public
reason 10 be more fearful of terronsm rather than less fearful. As we work to
reverse this trend. we would do well to find new ways to adapt effective tear
reduction programs used in other domains — for individuals and INSTIRHONS,

pubbic and private - to the prabiem of fear of rerrorism.

2. Finding a Balance

The total climination of fear is neither an attainable nor a desirsble goal. Juse
as it would not be healthy to elinnnate pais altegether. so wouald it be unsate
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to seek a way to eliminate fear aitogether. Some level of fear is necessary for
us to feel compelled first to take ourselves our of the path of immediate danger
and then to take measures to counter the sources of the danger {de Becker,
1997}, The 9711 Commission concluded thar there was ton fittle concern
about terrorism before the 20001 atrack, and by many accounts inflated fear of
rerrorism afterweard has imposed vast unnecessary costs on people throughout
the world (4 \pplcbanm 2003; I‘lll’eui, 2006; Rophﬂx 20045,

fa the case of both crine and rerrarism, che zoal should be twofald: 4 Arst, to
make accurate objective assessments of the risks of threats and then realign
subjective assessments of the risks so that they correspond to the objective
assessments, and second, to remove elements of fear that serve no useful
purpose. In much the same way that we can consider frameworks helptul
for finding the proper balance of security and liberty and assessing criminal
sanctions in terms of the rotal social costs of crimes and sancrions {Forst,
2004, so should we consider policies that aim for optimal levels of fear for
varions threats. Sce page 335 for a depiction of an opumal level of fear, the
tevel that balances the cost of fear with the cost of victimization averted by
fear. Such frameworks cannor determine public policies, but they can help
identify the key factors for consideration and determine how to organize
thern coherently to provide a basis for assessing those policies.

F An Agenda for Reducing the Social Costs of Fear

We have noted thar Mayor Rudolph Gialiani showed exemplary leadership
skills in the days atter the 2001 terrorist attack o New Y(}fix City, Two
vears fater hie remarked, “Coorage is not the absence of fear; rather it is the
maragement of fear” ’Qalomd in Gambrell, 2003). Then, in the presidennal
campaign of 2008, he became widely criticized for excessivelvy oxploiting
his status as a W11 hervo. In 2007, the satiric newspaper, The Onion, ran
the spoof headline: “Ginliani To Run for President of 97117 {author anony-
mous). Althongh presidential candidate Giuliani clearly had lost his way by
cxploiting public fear for political gain, his message as Mayor Giuliani on
the importance of managing fear erﬂ has resonance,

Flow might policymakera and public officials begin to think aboat the
management of the public’s fear? At the local level, fear reduction strategies
that have been a key aspect of successful community policing programs can
be tatlored to deal warh fear of terrorism, as noted carlicr. At the federal level,
just as etfccrive energy policy cannot ignore the public’s msanable demand
for and often wasteful consumption of scarce crergy resonrces, so must
an effective terrorism pohcey recognize the importance ot inrerventions thac
deal effectively with a parallel problem on the “demand side” of terrorism:
dvsfuncoonal fear. Excessive fear makes all targets inore attractive, as noted
earlier, but they also produce misallocarions among rargets, Strategies for
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mmanaging the public’s fear of terrorism mighr be developed in such a way that
deals with both problems, satisfving liberals and conservatives alike. No side
of the pohtical spectrum can take comfort in the prospect that we may have
;1ctaally cortributed to our insecurity and misallocated resowrces along the
way by placating exaggerated public fears — for example, by overemphasizing
airport security at the expense of valnerability at ports, nuclear and chemical
facilivies, and other critical, more vulnerable targets. Several authorities argue
persuasively that such misallocations have been induced by misplaced fears
{Applebaun, 2003; Fallows, 2005}, Systems of accountability used by the
Otfice of Homeland Security and associated agencies can be reshaped 1o
support fear management as a fegitimate goal of those agencies.

Sunstein proposes that deliberative democracies should be strengrhened
to help manage fear gencrally (2003). He proposes, in particelar, that a
federal risk assessinent agency should be established to collect data and
conduct research aimed at reducing actual risks and berter aligning objective
and subiective risk levels (2002). e notes that a significant barrier to the
adoption of such reform is th rat public-minded administrators who dismiss the
pubhic’s irrationality are often overruled by populist pohuuaz}b who respond
to parochial agendas and short-term conceros, however irresponsible for the
nation as a whole, and ro public concerns of the moment, however irrational
and shore-sighted (Sunstein, 2002, 2005). He adds that education and public
information can help restore rational deliberation to the process. Tharoor
(2005} suggests along a similar line that the media, for oo long a source of
fearmongeting, is capable of serving no less as an instrumcne 0§ education
and tolerance.
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Protection of the public is the frst responsibility of government, and mis-
placed fears undermine public safety. The effective public management of
fear 1s central to this respongbility of government. In cases of extreme abuse
of the media’s responsibility to not harm the public, the courts may be able
to step in to provide prowenions. Justice Oiiver Wendell Holimes observed
in the landmark 1917 case of Schench v, United States, “The most stringent
protection of free speech would not protect a man in falsely shouting fire
in a theater, and causing a pawic.” This could apply as well to neadlessly
incendiary media accounts of violence or threats of violence.

Effcctive, credible leadership is extremely important. Good leaders educate
the public, providing nseful information that reduces the fears born of igno-
rance. They can counter what Zbhigniew Brzezinski {2007} refers 1o as “the
terror entreprencers ... usnally described as experts on terrorism . . . engaged
in competition to justify their existence.” They can promote and fund public
education programs that reduce excessive fear levels (Altheide, 2006). By
doing so, they help build bonds of trust between the government and the
governed, a social contract in which the people will tollow loyally and man-
age their fear responsibly when they have sufficient reason to believe that the
government is leveling with them withoat divielging information that heips
rerrorists needlessly, when the government atiains a proper balance Setween
Hiberty and security, On February 23, 1942, Franklin D. Roosevelt, spoke
words that echoed Charchili’s effective leadership across the Adlantic Ocean
in the same war effort: “Your government has unmistakable confidence in
vour ability o hear the worst, withour fiinching or losing heart. You must,
in turn, have complete confidence that your government is keeping noth-
ing from you except information that will help the enawry in his attempt w0
destroy ns.”

When leadership of this sort fails te emerge, or when exceptional lcaders
get assassinated — an all-too-frequent occurrence in places most desperately
in need of effective leaders ~ nongovernmental organizations and responsible
citizens are lefr to find wavs to Gl the void. In such cases ordinary citizens
nmust becorne extraordinary; they must step up and become leaders. Citizens
of India, Iraq, and Israel have shown extraordinary courage in the face of
CXTTEMIE terror (1 recent vears cven i thae ahsence of a Churchill-like Aigure,
The day aficr a series of bombings on commuter trains in Mumbai {formerly
Bombay) killed more than 200 people, Mumbai's wracks werc cleared, trains
resumred thelr rontes, znd the Bombay Stock Exchange’s stock index rose by
3 percent™ (Wonacott and Bellman, 20063

Some portion of fear is, of course, unmanageable. Fear is, after all, in our
genes; it 16 a natural survival instinet, Yet when such biological instincts get
out of hand and worsen the dangers we confront, it is precisely the capacity
of humaus to reason — o find ways to control our mstincts under stress —
that has contributed immeasurably o the resilience of our species.
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We hiave reason to fear terrornism, surely more so taday than before Scprem-
ber 11, 2601, but we would do well o keep in perspective the risks that
terrorise poses to our netional secarity and the security of our ailies. Cata-
clysiric risks were more immediare m the United Staces in World War 1T and
during the 1962 Cuban Missile Crisis thap roday, and people s most other
courniries have for decades been considerably more exposed to terrorsm than
have peaple n the United States. There is no cause for alarm if we take rea-
sonable and effective measures to neutralize persons whohave demonsirared
a clear witent to commit acts of terrorism, if we protect the primary tar-
gets of tecrorism, gind if we cap manage to manage our fear. The 9711 attack
revealed that concerns of the ULS. sovernment qnc} its citizens about terronsm
had been inadequare, that the risks exceeded our fear {Clarke, 2004,

Today fear is the greater problem, and 1t 15 dargerous because of the
strong tendency for it to feed on mwself, fo make.us behave badly, to allow
OuUr INsHnCts 1o overruie our ability to think, and to make us more attractive
targets of terrorism as a consequence. Perhaps our grearest challenge is to
master our capaciry to “ger a grip” when confronted with real danger, 1o
find ways of strmwthc“zzngj O Capacity to reason, o overcome onr natural
tendency to be more easily frightened than unfrightened™ - and o groom
leaders whe will reduce the- Cl“’i}"”lﬂd for terrovism by dousing the flames of
our inflated fears. Doing so will help ot only redace the attracnveness of
targets in the West to prospective terrorists but also improve the quality of
hﬁ throvghout the world, regardiess of the effects on terrovism.

Discussion Questions

1. Medi and fear of terrorism and crime. How do the media distort terrorism
and crime? Explain wiy youo think these distordons cither worsen marters
or do not. What feasible interventions are avaiiable to counrervail agaist
trese distortions and the assocated harmes?

2. Privare citizens and feqr of terroviom. How do private citizens and astitu-
toms outside of the mediz distort terrorism and crime? Explain why vou
think these disrortions cither worsen matters or do not. What can be done
o counteract these distortions and e associated barms? What can you do?
What stards 1 the wav of your acting o reduce excessive fear?

3. Mate and local management of fear of crime. What have elected and
appointed state and local officials done to manage the fear ol crime approosi-
arely? $What have they done that is inappropriare? What makes these acrions
zppropriate or inappropriate’ What incentives or disincenuves mighe state
and local apthorities invoke to mduce individuals, the media, and other
institugions vo reduce cxeessive fear?

4, Federal managernent of fear of lerrovism, What have elecied and appomted
federal officiais done 1o muanage fear of terror appropriately? Whar have
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thev done that is inappropriate? What makes these actions appropriate or
irappropriate? What mcentives or disinceatives might federal officials use
to induce individaals, the media, and other institutions to reduce excessive
fear of terrorism? Does a free sociely have a special responsibility to avard
manipulating the public’s sense of fear by demonizing alicus and exaggerar-
ing the threats they poser Explain, Do yon agree that evenin 2 free sociery —
in Washington as in Hollywood — when the chips of fear are on the table,
ronghness trumps sensitivity and restraint? What should be done ahout this?
5. Fear as an aftractor of errorism, Is the suggestion that our fear attracts
terroristm akin to the suggestion that 2 woman’s provocative artire attraces
rape? Do both suggestions have the cifect of shifting the culpability for
violence from the astacker to the vicrim? If so, does this imply that we
shonld refrain from attempting Lo place restraints on victim bebaviors that
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may provoke violence?
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