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Introduction

The proposed Centralized Learning Network project for Briargrove is digital library aimed at providing an avenue for subscribers to access and share academic or project information that would aid in their learning. According to the outcomes of the feasibility study conducted by the company, there is not only a growing demand for the digital learning resources that is driven by the unavailability of quality and credible resources for academic studies. Also, the need to reduce the cost of online education and training is an additional factor responsible for the upsurge in need for an online repository of scholarly publications that would aid in the intellectual development of student at various educational institutions across the globe. As noted in the initial proposal for this project, the capacity to harness the identified opportunities of this project is dependent on the proper identification of its inherent risks and development of appropriate preventative and mitigation measures for managing and controlling them. Also, the risk management strategies that are discussed in this presentation include those for both known and unknown risks as well as the internal and external ones that would result in disruption of services and make the accomplishment of the project objectives unattainable. 
Potential Project Risks 

Legal and Regulatory Compliance

In the opinion, Ballard & Teague-Rector (2011), the implementation of an online library has two categories of risk that include legal and security risk aside from the operational ones that would be encountered during the execution of the project. The regulatory environment for intellectual works in the United States is quite complex and might present foreseeable risks that are regarded as compliance and ethics. Also, the regulations regarding the collection and use of personal information are aspects of the project that require adequate consideration before it is implemented. Data ownership is one of the potential risks that this CLN project would likely encounter due to the misuse of data by third-party access. This situation would likely occur since the project is a subscription-based service for consumers and learners across the world. While the ownership of the data is clear since the copyright license granted to Briargrove would reflect this, the issues that would arise would require the legislations for intended are modified or reviewed after data collection. Also, legal and regulatory compliance risks that are projected to occur during the implementation of this project would include a duty of care on publications, disclosure and liability, brand reputation, and technical impediments. 
Network Security and Data Breaches

The potential for system failures that would render the services provided by the CLN is one that needs to be considered during the planning of the project. Although the system specification is robust enough to handle the request of subscribers, an over subscription or malicious attack could result in disruption of services to the online library. Secondly, data integrity and availability are potential obstacle areas for the converting manual publications into digital format. While this is the responsibility of the publisher, the organization might be exposed to the risk of documents that are incorrect and misleading due to an error during input or conversion. Thirdly, the information technology infrastructure such as servers is potential points of attack by hackers and other elements with malicious intent (Greene, 2010).  The unauthorized access of this individuals or organizations could result in denial-of-service to clients and other stakeholders thereby creating brand reputation problems for the company. An additional dimension to the problems that might arise from the risk of unauthorized access to the network is the loss of personally identifiable information of subscribers including credit card information since this is a paid-subscription service. The potential of occurrence of this type of risk becomes higher when consideration is given to the vulnerabilities presented by third-party service providers that support the online library. The fourth and final potential risk that could hinder the capacity to derive the benefits of this project are practices that emphasize structured pathways in a manner that increases dependence on data or misrepresentation of facts and figures that result in redundant systems. 
Strategies for Managing Identified Project Risks

Horwath (2012) explained that one of the most effective methods for mitigating the impacts of the internal and external risks of this information systems project such as the CLN is the integration of redundancy and resilience in the network infrastructure. This method would allow the organization to maintain the required level of services during a disruption in the system or temporary loss of service. An additional strategy for managing the identified risk from this project is the removal of data availability and integrity issues through the data classification and partitioning system. As a driven database system, the isolation of sensitive information from the main servers and the installation of firewalls are methods that can be used to achieve this mitigation goal. Secondly, Briargrove would need to review and update its network security policy to include measures that would protect the CLN through access control and data retention and destruction policies, as well as their integration in contractual agreements with third-party service providers. The implementation of this strategy would increase the level of network security and prevent the unauthorized access from internal and external sources that could compromise the integrity and availability of the database the support the online library services. 
Conclusion

As a conclusion, we would like to add that the complexity and need for access to a variety of resources could expose the centralized learning network to risk that needs to be handled. While the likely occurrence of this incident is almost zero, we recommend that the management of Briargrove allocate resources for dealing with the system compatibility problem that might because of this risk described earlier. Also, its propensity to cause project delays and cost overrun when the right mitigation measures are not established or integrated in the risk management plan of the project is another source of concern. Finally, the implementation of the centralized learning network would provide opportunities that the company can exploit by several means for its corporate performance and advantages. This goal is a reason why the company gives risk management strategies discussed in this proposal the utmost consideration.
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