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LAN/WAN Paper
Identify hardware and software needed to secure your choice of networks against all electronic threats.

Electronic threats in software and hardware components begin with the silicon chips and failure to encrypt data. Consequently, for the device security lies in building a cost-effective and straightforward approach that will integrate data security into the silicon. It is important to note that most only software security applications act as background application only after the device has started or restarted. In other situations, threats are detected by use of blacklist checking and through free CPU cycles. The checking CPU cycles always hinder productivity and slow computer performance (Weiss, 2010). Hardware-based security boots first and process information independently even after an original boot. The host processor does not have to be burdened; lost productivity and computer slowdowns are avoided altogether, as a result. A platform that detects threats and reports them conveniently comes in handy for hardware-based security (Harte, 2003). Consequently, standard-based architecture and open-source, and programmable environment come in handy for hardware-based security.
On the contrary, hardware-based security boots first and functions by itself even after the start up process. Software that is protected by hardware-based security is protected from potential malware and other threats that could have possibly infected the primary OS. Security hardware also operates devoid of the host processor, avoiding computer latency or any loss of productivity.

Hardware-based security is an old concept, and previous efforts saw limited success because they were designed as closed proprietary systems, eliminating the possibility of third-party audits to detect security flaws. A better bet is a comprehensive “security platform” approach to hardware-based security based on open-source and standards-based architecture, including a programmable operating environment. Anti-spam software and antivirus programs will be significant in guarding against electronic threats in LANs, WANs, and wireless networks (Weiss, 2010).
Compare Local Area Networks (LANs), Wide Area Networks (WANs), and wireless technologies.

Local Area Networks cover local areas such as offices, homes, and schools. The speed data transfer is quite high given the closeness of the computers and the servers. Consequently, data transfer rates are quite high, as well. LANs connect through radio waves or telephone lines. Connectivity terminologies include the token ring or Ethernet (Harte, 2003).
Wide Area Networks cover broad geographical regions such as such as cities, states, and nations. Within MAN, metropolis, and national boundaries differentiate between different MANs. MANs are characterized by slow rates of data transfer, perhaps due to the distance between servers and end computers. Connectivity terminologies in WAN include the internet, ATM, MPLS, and Frame-relay switches. In Wide Area Networks, computers are connected through public networks. Data transmission errors are rampant in MANs (Weiss, 2010).
Wireless technologies make use of no cables, wires, or electrical conductors. They make use of codeless telephones, GPS units, mobiles, satellite television, and wireless computer components. Wireless communication has few obstacles. Data transfer rates are higher in MAN than LAV. It is easier to install and maintain them.

Explain the concepts and building blocks of today's data communication networks, such as switches, routers, and cabling.

End users use client computers to access the resource. They have window versions such as Vista, Windows 7, and XP. They can also be called workstations.

Server Computers provide shared resources such as network services, printers, and disk storage.

Network interface enables communication between computer and network.

Cable connects computers physically.

Computers connect physically through switches.

Wireless networks require no cables

Network software is needed for efficient functioning of server computers.        

REFERENCES
Harte, L. (2003). Introduction to Data Networks: PDN, LAN, MAN, WAN, and Wireless Data, 
Technologies And Systems. Fuquay Varina, N.C.: ALTHOS Pub.
Weiss, J. (2010). Protecting Industrial Control Systems from Electronic Threats. New York: 
Momentum Press.

