CAse ANnALYsIS: NATIONAL SECURITY AGENCY SURVEILLANCE

An analysis of the decisions and actions by public managers and policymakers during this 7-month period
in 2013 provides a number of insights into public management practice, even as the events and repercus-
sions of this case continue to unfold. To support such an analysis, this section is divided into two parts: the
first part introduces an analytic structure for considering the many issues that arise, and the second part

poses a number of specific questions that could be considered within that analytic structure.

Conducting a 3D Analysis Using the Model Deliberative Process

Using the model deliberative process outlined in Chapter 1, an analyst can systematically consider the facts

of this NSA case.

1. Gather facts and form initial opinions and ideas.

This chapter includes many details of the unfolding story of NSA domestic surveiliance.! Rich facts, details,
and observations are the primary data that an analyst needs to build a solid analysis. The analyst builds
initial opinions based on these data and on his or her prior experiences and knowledge.

2. Analyze facts through the lens of public management’s dimensions—structure, culture, and craft.

The three-dimensional framework provides a structure for interpreting the primary data. Some facts are
relevant to multiple dimensions. The three-dimensional framework provides a way to gain traction on the
mass of information:

* Information about the structure dimension is provided in details about reporting relationships,
organizational structures, laws, executive orders, FISC operations, contracting out and contractors,
the technology and processing of data collected from it, accountability requirements between and
within branches of government, and more.

» Information about the culture dimension is provided in details about interactions between branches,
within branches across IC actors, within the Obama administration, and about interactions with the
public and with news outlets.

e Information about the craft dimension is provided in details about DNI Clapper’s management style,
his operating paradigm, his response to reporters’ questions, and his adaptation to changing circum-
stances and information revelations. Information about the craft of other actors, such as President
Obama, is evident as well.

3. Develop and synthesize insights from the three-dimensional analysis, drawing on specific theories
and frameworks. Use counterfactual analysis to identify potential causal mechanisms.

This step aims to engage In an analytical process and produce

The three-dimensional framework an “informed diagnosis” with respect to a particular question or
provides a structure for interpreting problem. Relevant ideas and frameworks presented in Cha.pters 1
the primary data. Some facts are and 2 can be used to apalyze the facts of the case. These include
relevant to multiple dimensions. The market failures, the politics of bureaucratic structure, “finding the
three-dimensional framework provides 12w, and types of accountability systems. N .

a way to gain traction on the mass of Parts I, i, and 1V of the book discuss additional theories and
information. frameworks that can illuminate issues raised in this case. For

example, consideration of "inherently governmental activities,”
principal-agent relationships, transaction costs, and incomplete
contracts (Chapter 6) provide frameworks for analyzing the NSA's refiance on contractors. Consideration of
ethics, neutral competence, and “high-reliability” organizations (Chapter 8 and 9) provide frameworks for
analyzing the NSAS culture. Consideration of leadership theories, strategy, and learning styles (Chapters 10
and 11) provide frameworks for analyzing DNI Clapper's managerial craft.

'More details of this time period and beyond relevant to the case are included in a number of sources, such as Glenn
Greenwald's book No Place to Hide: Edward Snowden, the NSA, and the U.S. Surveillance State, as well as original
source material such as press briefings and interviews, some of which are cited here.



Initial counterfactual analysis is possible at this point. In retrospect, what if specific facts or processes had
been different in this case? Might a problematic sequence of events have been forestalled or led to a differ-
ent outcome? In such a complex case, many avenues for analysis are possible. But the key to a good coun-
terfactual analysis is its plausibility and its focus on the most important of the many possible alternatives.
Fanciful conjectures about unrealistic possibilities are ruled out. For example, in the NSA case, one might ask,

e Whatif . .. the managers of intelligence programs had insisted that a rigorous investigation be conduct-
ed prior to issuing a security clearance? That would have been fully consistent with the prevailing view in
the IC that danger lurked in every corner. Snowden aroused the suspicions of at least one CIA supervisor.
If those suspicions had been taken seriously, the leaks might not have occurred. Such a rigorous inves-
tigative process for every security clearance could be very expensive. Should haste or scarce resources
undermine an essential, politically sensitive administrative process of such paramount importance?

e What if .. .IC managers had consistently communicated to their employees that the bearers of bad
news or idealistic potential whistleblowers would not be punished but, instead, would be given a fair
hearing? President Obama said that Edward Snowden was wrong to go public with revelations about se-
cret surveillance programs because “there were other avenues available for somebody whose conscience
was stirred and thought that they needed to question government actions. " But Snowden must have
believed that to going through these avenues would have been futile. Protections for whistleblowers in
cases of sexual assault, fraud, and waste have been effective. Why were they not effective in this case?

* Whatif ... IC leaders, such as the DNI and the Director of NSA had taken the initiative to release
information about surveillance programs and their governance, instead of being on the defensive as
information was leaked? This counterfactual might seem implausible given the secretive ethos of the
IC culture. Yet a former NSA director from the Cold War era, Bobby R. Inman, said of the NSA's post-
Snowden predicament, “My advice would be to take everything you think Snowden has and get it
out yourself. It would certainly be a shock to the agency. But . . . the sooner they get it out and put
it behind them, the faster they can begin to rebuild.” 34 Would managers have been better served
by thinking fike a chess master instead of a boxer: looking ahead several moves, assessing possible
countermoves, and being proactive concerning the release of information?

e What if . . . President Obama and his administration had reacted more consistently and strategi-
cally to the ongoing revelations in the news media by either putting forward a strong but nuanced
explanation and justification for NSA's bulk surveillance programs or taken a more conciliatory stance
toward Snowden in keeping with Obama’s long-held commitment to transparency and democratic
accountability? The administration’s efforts to limit damage and the resulting statements seemed to
compound, instead of reduce, the damage.

Some other possible counterfactual scenarios are less insightful for management analysis because
they suggest no plausible alternatives for the managers who are confronting the situation (though these
questions may be of interest to historians and public management reformers). What if the FISC had been
designed to incorporate an adversarial process? What if someone other than Alexander—there were other,
less openly zealous candidates for the position—had been chosen to head the NSA? What if a nonmilitary
—_

"Barack Obama, “Remarks by the President in a Press Conference,” White House, August 9, 2013, https://Amww
-Whitehouse.gov/the-press-office/201 3/08/09/remarks-president-press-conference % 20.

(Continued)
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work in public management. Drawing on theories, heuristics, and frameworks such as those described in
this book helps illuminate the critical issues.

4. Formulate specific Strategies based on the three-dimensional analysis.

Using the diagnoses and insights obtained through the previous step, the analyst develops conclusions or

Reflecting Society’s Values, Performing Effectively, Earning Trust

In balancing the constitutional imperatives of national security and individual freedom, how can public managers
ensure that our governments reflect our society’s values, perform effectively, and earn the people’s trust? This
case raises a number of questions concerning public managers’ responsibilities in a democratic society, as well as
broader questions of governance. For many questions, there is no single correct answer, but analyses should be

Discussion Questions
Public Managers’ Responsibilities, Decisions, Actions

1. What does accountability to the rule of law mean for public managers in this case?

2. Did the public managers in this case practice “lawful public management, " using the concepts and
frameworks described in Chapter 2?

4. Identify at least one instance of each of the eight distinctive challenges of public management
evident in this case.

5. Does the challenge arise primarily due to structure, culture, or craft?



11.
12.

How did the public manager respond to the challenge? Could he or she have reasonably made a
different choice? If so, what was that choice? Could it have changed the course of events?

What are the ethical responsibilities of public managers in this case?

Under what circumstances and to what extent is deference to experts and expertise preferable to
reliance on partisan and adversarial processes of deliberation and choice?

What are the roles of different accountability institutions (described in Chapter 2) in this case?
Were these institutions effective in ensuring accountability?

- Consider the four types of accountability systems identified by Romzek and Dubnik (discussed in

Chapter 2): hierarchical, legal, political, and professional. What types of accountability systems
were relied on, implicitly or explicitly, in this case? Were any of these systems particularly effective
or ineffective?

How should General Alexander be evaluated as a public manager?

Who—elected officials, senior political executives, professional staff, technical experts—should know
what, when, and how much in matters of national security? How should information be shared?

Governments and Governance in a Democratic Society

This book 1s about public management, but necessarily broader issues of governance arise in the cases and
examples included throughout this book. Public managers and citizens at large need to engage with
these kinds of questions and understand the importance of their views on such matters for the stability of
American democracy.

1.

Does this case suggest that the government's efforts to balance national security and civil liberties
were successful?

a. Was too much weight given to the need for secrecy? Or was too much weight given to the need
for transparency?

b Who should decide where the balance is between transparency and the need for secrecy? To
what extent is trust in government (elected officials, unelected officials) to make these decisions
justified? How should or can citizens be involved in deciding where this balance rests?

- How can trust and legitimacy be earned by lawmakers and public administrators? General Alexander

told an information security industry conference that only 35 NSA analysts could “query a database”

of phone records when it is lawful to do s0.73% Can U.S. citizens trust General Alexander? Can they

trust the 35 NSA analysts, who could conceivably violate policy without his knowing it? Can they
trust those who, like Edward Snowden, had high-level security clearances and unauthorized access
to metadata? Can they trust Snowden himself, whose sincerity in believing that, in the depths of
surveillance programs, large numbers of individuals are in a position to “defy policy” and jeopardize
our privacy and our security?

- In the light of their potentially far-reaching consequences, what risks are U.S. citizens willing to

take, and what risks are they willing to have government take, to secure freedoms? For example,
James Bamford in Wired quotes a former NSA director for information assurance as saying: "If you
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are engaged in reconnaissance on an adversary’s systems, you are laying the electronic battlefield
and preparing to use it.”13% Indeed, General Alexander “now says the possibility of ‘zero-day
exploits’ [attacks which exploit a previously unknown information system vulnerability] falling into
the wrong hands is his ‘greatest worry.'" 137

4. What is the role of a free press where the nation is threatened by enemies who operate outside of
any recognized regime or rule of law? in light of the media‘s freedom to keep a story alive, or to
drop it, or to negotiate its content with public officials, should the media be trusted to do the right
thing?
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