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Identify the purpose of cryptography and whether encryption is sufficiently used in organizations today. Provide a rationale

The main purpose of cryptography is to protect the data transmitted. Cryptography is necessary in data and telecommunications when communication over any untrusted medium. Any untrusted medium means any network and particularly the internet (Gary, 2017). Cryptography has five main functions which include privacy of data, authentication, non-repudiation which ensures that the sender has really sent the message, key exchange and finally integrity: ensures that the receiver gets the message as it was sent. 

In cryptography, we have encrypted data which is also known as plaintext.  The plaintext is usually encrypted with ciphertext which will be later decrypted into a usable plaintext. The process of encryption and decryption is dependent on the type of cryptography scheme used. Cryptography is more closely associated with creation and development of mathematical algorithms that are used to decrypt and encrypt a message.


Despite the big push over the last few years on the use of cryptography to protect the organization and personal data against security breaches, many organizations are still not using cryptography well. The fact that there have been a lot of security breaches where private data is being accessed by outsiders shows that the organizations are not using cryptography sufficiently.
The differences between symmetric and asymmetric encryption


Symmetrical key cryptography, just as the name suggests, involves two people who are using the same key to encrypt and decrypt the data. Some of the symmetric algorithms are AES, DES and Skipjack. Symmetric key cryptography is also known as shared key cryptography. Asymmetric encryption, also known as public-key encryption, is a type of encryption that utilizes two keys: a public key and a private key. Some of the asymmetric encryption algorithms include RSA, Diffie and Hellman. While a public key cryptography involves the use of two keys: a public key used for encryption and private key for decryption, symmetrical key cryptography uses the same key for decryption and encryption (Michael, 2013). Symmetrical cryptography is thus much faster compared to the public key cryptography.

Encryption method that is more reliable and the situations where the less reliable could be used


Symmetric encryption method is more reliable, faster and more efficient compared to the asymmetric encryption method. Symmetric data is used to secure and encrypt bulk data. 


Asymmetric encryption normally involves exponential operations. It is worth noting that they are not lightweight in terms of operation and performance. Most of the ‘secure’ online systems rely on asymmetric encryption for them to establish a secure channel. One of the protocols that use asymmetric encryption for it to provide communication protection in the internet is the SSL (Michael, 2013). Asymmetric algorithms are used to secure key exchanges and not for bulk data encryption.
Select one of the common cryptographic systems and justify why you believe it is the best encryption technology to date

Pretty Good Privacy (PGP) is the most commonly used type of cryptography system. PGP is a computer program that provides cryptographic privacy and authentication. It also provides data encryption and decryption for data communication. PGP can be said to be a hybrid cryptosystem since it combines features from both conventional and public key cryptography. 
PGP provides the benefit of public key cryptography that allows people with no security training to secure messages. It allows them to encrypt and decrypt files, directories, and disk partitions, along with signing, encrypting, and decrypting texts, e-mails, for the security of e-mail communications. PGP can be said to be the best encryption to date because it protects against external data breaches, ensure privacy compliance, and also protects against employee theft of data.

Common uses of the aforementioned selected cryptographic system and provide a real world example how it is used in securing networks, files and communications

PGP uses a combination of data compression, hashing, symmetrical-key cryptography and public-key cryptography to encrypt data. Each step has one of the supported algorithms. Some of the common uses of PGP include encryption of email, encryption and decryption of files, directories, and disk partitions, along with signing, encryption and decryption of texts.

In encrypting the emails, a public and private key is used. The public key is given to the people who will receive the email and remain with the private key. The receiver of the email ought to have known how to encrypt, receive, send and decrypt the email messages. The receivers will also need their own key pair (Chris, 2014). 

Most of the web based email services such as Yahoo, Gmail, Outlook.com don’t have this feature of encryption. Although rumor has it that Google is working with PGP in order to introduce this feature. A browser extension will have to be used to encrypt and decrypt. 

Create a network diagram of a network and a data flow where your real world example would exist 
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Current Cryptographic attacks that are used in present day and determine how they can be detrimental where security encryption is implemented

Current cryptographic attacks are of many types. Password attack is related to password guessing or password cracking. Analytical attack is an algebraic mathematical manipulation in attempt to reduce the complexity of a cryptographic algorithm. Implementation attack is also a type of attack that exploits the implementation weaknesses in an algorithm or software. Statistical attack in the other hand is an attack that attempts to exploit the weaknesses of a cryptosystem.
The attackers attempt to access the network in many different ways, applying an encryption system. In order to combat these types of attacks a team of IT security professionals are required to monitor, scan and analyze network traffic round the clock.
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