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Explain, in your own words, the purpose of cryptography and take a position on whether or not you believe encryption is sufficiently utilized in organizations today. Provide a rationale with your response.
Cryptography is a way of storing and transmitting data in a certain way so that only the person(s) that it is intended for and that has the decryption key can read or open it. There are two suggested ways which are symmetric and asymmetric. These methods take normal data (plaintext) and then encrypts it (cypher text) and now it is unreadable by anyone but the intended person who has the decryption key. 
	Personally, the purpose of cryptography is to maintain privacy of information, the integrity of the information, authenticate who you are and to make sure the source really did send the original message (non-repudiation). Without cryptography there would be no actual way to trust what was sent over a computer network.  It could start of original but just as in a game of “Telephone” by the time the information gets to its intended target the original message can be changed tremendously. 
In this day in age everyone wants their information encrypted so that it doesn’t fall into the wrong hands.  However, the truth is that organizations are not sufficiently utilizing encryption.  While they want to tell you that all data is being encrypted in transit and in storage it really isn’t.  There are countless incidents that prove this to be true. From an ARMY issued laptop that was left on a plane and the hard drive was not encrypted leaving thousands of military men and women’s personal information vulnerable to whole servers being accessed by unauthorized party’s and gaining access to individual’s personal data (T-Mobile incident).  The first thought is why was this information not encrypted? Data should not only be encrypted upon transit but also in storage. This way if there is a breach on stored data it is encrypted and secured better than unencrypted stored data.  
Describe the differences between symmetric and asymmetric encryption.
	Symmetric algorithms for encryption use the same key for decryption as they do encryption. Whereas asymmetric uses two different keys (public and private) for encryption and decryption. Let’s take symmetric encryption first. It is the faster method to use when compared to asymmetric encryption and often used to encrypt large amounts of data. Advanced Encryption Standard (AES) is the algorithm that is used the most is symmetric encryption. The downside to symmetric encryption is that the key used to encrypt the data must be given to everyone that is involved so they can decrypt the data. Asymmetric encryption has two keys in use. One key decrypts while the other key encrypts. This allows for other security options such as digital signatures to let you know that a certain person made the message or for authentication purposes. This is why asymmetric encryption is normally used for exchanging keys securely rather than large amounts of data. Rivest, Shamir and Adleman (RSA) is used most often in asymmetric encryption. It employs very long keys to get the job done right. Yet it is much slower when compared to symmetric encryption. 
Select the encryption method you believe is typically more reliable of the two and explain why. Determine if there are any situations where the typically less reliable method could be the better option.
Symmetric encryption is among one of the oldest and most reliable methods of security. It may be slower than asymmetric encryption but it is better suited for large amounts of data. It is the better choice for me because it was developed to keep information private. Being more efficient and able to handle high amounts of data output. The symmetric ciphers can be stacked together to make a stronger system.
However, in a large network structure asymmetric encryption is the better choice for key management. Also if digital signatures are what you want then you would use asymmetric encryption. Public and private keys can keep their integrity for many years without compromising the systems security. 
Select one (1) of the common cryptographic systems and justify why you believe it to be the best encryption technology to date.
I believe that AES is the best encryption so far. Being very efficient when it is used in 128-bit form, it can also use keys that are 192 and 256 bits to have an even stronger encryption stance. It is viewed as impermeable to attacks. This is good enough for the government and the rest of the private sector which leads me to believe that it would be the best system since the government uses it.
Describe the common uses of the aforementioned selected cryptographic system and provide a real-world example of how it is used in securing networks, files, and / or communications in the present day.
The most common use for AES encryption is to secure file transfer protocols. AES is a block cipher and encrypts data on a per-block basis. It has three different key lengths which are 128, 192 and 256 bit keys. Of course the longer the key then the stronger the encryption is. The operation goes like this: The initial server sends the public key to the client. Then the client encrypts the session key with the public key the server sent and sends it back to the server.  Upon receipt the server decrypts the session key using its own private key. Next the client encrypts the file using the session key that it previously sent to the server. When the server gets the encrypted file the server then can decrypt the file using the session key.
Create a network diagram of a network and / or in a data flow where your real-world example would exist using a diagramming application such as Visio or Dia.
Analyze current cryptographic attacks that are used in the present day and determine how they can be a detriment to the security where encryption is implemented.
	There are many different forms of attacks that are used by hackers these days. These attacks are mainly to lessen the strength of security in any network. This can be in the form of botnets, where a malware program turns a user’s PC into a bot that does what the hacker wants it to do. Then you also have plaintext based attacks and adaptive chosen cipher text attacks. These attacks can cripple a network or shut it down entirely. Leaving critical information vulnerable to being stolen and used illegally.
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