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As-Is Process Flow Chart Evaluation
Start event
End event
Incident reported by worker
Emergency email to cyber-security and the management 
Threat evaluated 
False Alarm 
Threat deemed serious 

	Today, the incidence of cyber-security incident is worrying. For instance, data loss has become a familiar occurrence in my college. For this reason, a security incident management is necessary in helping the institution to effectively respond to such events. The above flowchart indicates a process of incident reporting. Once an event has been reported by the worker, it is evaluated for merit. If the threat is false, the process is ended. However, if the event is deemed as serious, it is sent to the cyber-security emergency team and the management for further actions. 


Start event
End event
Incident reported by worker
Emergency email to cyber-security and the management 
Threat evaluated 
False Alarm 
Threat deemed serious 
Emergency meeting scheduled and held
Solution proposed and used 
Did it work?
No it didn’t
End 

Process Improvement Flow Chart
From the earlier flowchart, a number of improvement have been proposed to the process of incident reporting. After an email has been sent to the emergency team and management, a meeting is scheduled and held to discuss the matter. Following the meeting, a solution is then proposed to address the incident. If the solution does not work, the issue is taken back to the emergency meeting. But, if it works, the incident is considered solved.
 

 
	Every institution requires a cyber-security incident response for business continuity. It is a critical policy that has several response steps that help an organization to moderate and reduce data losses from cyber criminals. As seen from the first flowchart above, it is essential to identify which incidents demand attention and when to initiate a response. Besides, an institution should know how to utilize threat intelligence to mitigate future incidents. In the second chart, numerous improvements have been added to the chart to make the organization’s incident response policy more effective. One question to ask is ‘What if the organization’s network is hacked anytime?’ 
Thus, in an event that an incident has happened, the business impact could be significant and massive. However, an organization should be prepared to respond and handle any data threat or security breach attack as effectively as possible. Hence, the above flowcharts demonstrate an organization’s incident response plan approach in addressing and managing the event following an attack. During the breach, an employee reports the incident and emails the emergency cyber-security team and management. Here, the team assesses the threat and determines its severity. If it is not serious, it is treated as a false alarm. However, it the team determines that it is serious, an emergency meeting is scheduled and held to offer the required help. The next step involves the team proposing a solution to address the identified threat. If the solution does not work, the team again goes into the drawing board to initiate further actions. If the proposed solution works, then the matter is closed. 
Therefore, this process flowchart is effective because it presents a well-planned security incident response as evidenced by the identified handling procedures. The process is highly clear and precise, defining all the steps that should be taken in case an event is reported. For instance, it starts by the worker reporting the incident to the management proposing a solution. Ideally, the process highlights the required actions and teams involved in solving a threat. But, to increase its efficiency, a prioritization rating for data security should be created. Besides, there is also a need to delineate the different roles of various persons involved in this plan (Hanooman, 2008). 




References
Hanooman, A. (2008). Accident and incident investigation. Retrieved from https://onepetro.org/SPEHSE/proceedings-abstract/08HSE/All-08HSE/SPE-111483-MS/144251. 
 

Copyright 2020 by University of Phoenix. All rights reserved.
image1.png
% University of Phoenix»




