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University of the Smokey Mountains: Office of Student Services Policy

Executive Summary
	It is our mission to provide our students a good user experience which is secure and private and will help them to accomplish their degree dreams without any issues. We want our students to be able to view the major(s) or program(s) they have chosen and the classes they are enrolled in a semester/year and have a record of everything that have taken at their fingertips. We want to ensure that our students have secured access especially when it comes to their personal information (such as age, address, medical information, SSN and emergency contacts of students), test scores, and class grades throughout their time here at USM and that their information is not tampered with. Our goal is to empower the students and to make them confident and worry free and be assured that their information is well protected in our databases and that it cannot be tampered with.  Victoria Paynter, Ahmed Mohammed, Adil Hussain Mohammed, and Saikiran Adepu are responsible for the drafting and research involving the explained and implemented policy followed by the University of the Smoky Mountains Office of Student Services. 

Privacy Policy Overview 1.1
	University of Smokey Mountains – Student Services strictly incorporate with the rules on privacy policies on establishing and implementing to be not to affect the institutions resources and unappropriated usage of students personal Information. Policy demonstrate our strong commitment to responsibly work on gaining and maintaining a student’s trust. Our policies are completely governed by the Family Educational Rights and Privacy Act of 1974 (FERPA) on regulation of protecting and ensuring privacy of students' personally identifiable information.
	We must and are making policies as well as user practices on all student data from all segments that are gathered. Policies are put in place to guide the organization and fulfill the technical requirements to help completely ensure the privacy of a student’s personal information. This policy demonstrates the school’s respective officials have the right to share the information within our USM officials. We may collect the information and statistical data including website traffic data, locations, and IP address used on our wireless connection. We have the capabilities to share your credentials while enrolling to the USM online resources, labs and online library to the appropriate school officials, schools that the student may transfer to, auditors, accreditation organizations, state and local authorities, and with judicial order. Our policy encourages the student to accept and follow the use policy to our network and to contribute personal information for school official resource. We reserve the right to store some personal information of our students at a different location to protect the data by the network as well as physical safety if the data is not stored in the cloud. Our policy recommends students update their account details regularly preventing any effect any miscommunication. We also reserve the right to make changes to privacy policy. If changes occur, all students will be notified immediately with direction on how to make the appropriate changes to their private information.

Privacy Policy 1.2:  Employees, Students, Alumni and Parents
This privacy policy statement describes the procedures followed by University of Smoky Mountains when handling data which involves collecting, storing, usage and disclosure of information (personal) governed by the laws of The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99). FERPA is a federal law, and it put in place to protect the privacy of student education records and it applies to schools under the U.S. Department of Education to qualify to receive funds.
The student privacy motto is: "Keeping your personal data secure. Securing your trust in our education."
Student Services deals with Personal and sensitive Student data. The following are our guidelines for maintain privacy of the students’ records:
1. All personal student records are to be stored securely with only authorized personnel having access. The University will also collect limited information relevant to the institution's agenda upon your submission.
2. Any requests of disclosure of information should be revealed only after identifying the requester is the account holding student or a Parent/ Guardian. Parents have the right to request and review student's education record if they are under the age of 18 at any time. A parent/guardian can view a student’s information with written permission from the student if they are 18 years or older. The School reserves the right to charge a fee to provide copies of any records.
3. Students and Parents can request a change in information which they believe to be inaccurate under a limited scope. The University may request additional information to assess the request to correct a record.
4. University can only release a Student's education record only by consent from Student themselves, Parent or Legal Guardian. However, FERPA allows the School to release the Student records to certain parties without consent:
· School officials
· Other schools to which the student is transferring out.
· Auditors
· Accreditation Organizations
· State and local Authorities
· In case of an emergency to appropriate officials
· Judicial Order
5. The organization will not use Students personal data for marketing purposes and will not share any information to Marketing /Telecommunication agencies.
6. Employees that use or misuse a Student record for reasons any other than required by Job responsibilities will be prosecuted.
Types of Personal Data Collected and Processed:
· First Name, Last Name and Middle Name
· Contact Information - Phone Numbers, Emails, Address.
· Social Security Number (SSN)
· Date of Birth and personal identification
· Medical records
· Financial Information
· Photograph
· Passport copies, Visa documents or any other legal documents.
University of the Smoky Mountains may use information to generate statistical data. We also keep student records aggregated and ensure the integrity of the information. The data is maintained in a secure database which is only accessible by authorized individuals. We do not sell, rent or trade any information to 3rd party vendors. We may disclose certain information if required by law enforcement agencies. 
University of the Smoky Mountains will only retain records for a necessary period of time set by the institutions policy. For further clarifications or specific questions, please contact us, and we will be happy to help.

1.3 Comprehensive Policy Statement
Purpose: The purpose of this policy statement is to proclaim University of the Smoky Mountains (USM) pledge to cater equal opportunities for all qualified persons in admission to, participation in, or employment in the programs and activities which the University operates regardless of race, creed, color, sexual orientation, marital status, gender expression, gender identity, religion, sex, origin, age, mental or physical disability, or veteran status. This policy also facilitates the procedure to address complaints of individuals who believe they have been subjected to discrimination and/or harassment thereby infringing the policy.
Policy: The University of the Smoky Mountains (USM) underlines effective activity and equal opportunity guidelines. The University’s Affirmative Action Plan requires that all present and future employees receive fair consideration for employment and that everyone is treated equally with respect to recruitment, promotions, demotions, exchanges, cutbacks, furloughs, terminations, rates of pay and other forms of remuneration, tenure, training, and other business practices. This policy also articulates the University’s arrangements with regards to sexual harassment as laid out in the University’s Policy Statements on Sexual Harassment (PS-73 and PS-95) as well as its policies and strategies related to disability as established in PS-26.
The University of the Smoky Mountains (USM) complies with the arrangements of Title IX, Title VI, Section 504 of the Rehabilitation Act of 1973, the Age Discrimination Act of 1975, Title VII, the Age Discrimination in Employment Act (ADEA), the Americans with Disabilities Act (ADA) and applicable state law. The Associate Vice President for Human Resource Management or his/her designee is designated as the individual at USM responsible for coordinating the University’s compliance with these statutory provisions.
The University reaffirms and emphasizes its commitment to facilitate a work environment free from discrimination and harassment and to provide a means to address complaints of segregation and/or harassment. USM moreover reaffirms its commitment and obligation to protect its employees and students from discrimination, harassment, and retaliation for participating in the complaint process. This Policy Statement does not aim to violate upon constitutionally guaranteed rights nor upon academic freedom. In considering allegations of discrimination and/or harassment, the University will be concerned with the rights of both the complainant and the accused.
All complaints of discrimination and/or harassment will be tended to. Substantiated cases shall result in appropriate discipline or other remediated actions. The seriousness of the disciplinary action shall be consistent with the severity of the act of discrimination and/or harassment. Moreover, under certain acceptable circumstances, the University may act to protect its students and employees from harassment by individuals who are non-employees.
The President, Vice Presidents, Deans, Directors, Department Heads, and all other supervisory employees are responsible for assisting the University in the implementation of this policy.
Complaint Options: Any member of the University community who may have experienced any kind of discrimination and/or harassment, in violation of this policy, has a right and an obligation to report the demeanor to any University official or the Office of Human Resource Management. No student or employee is required to report or make a complaint of discrimination and/or harassment to the person who is conducting a problematic engagement.
Because discrimination and harassment may consist of a variety of behaviors and is, in part, a way in which such behaviors are seen, the way in which a given occurrence is fittingly treated depends on its impact upon the recipient as well as upon the behavior itself. For instance, simply detecting the individual through verbal or written communication that the behavior is unwelcome and ought to desist may be adequate to end it. In case it is ineffective, or the circumstance is such that an individual is unwilling or unable to be dealt with it in this way, other means of addressing such concerns are provided in this policy.
To guarantee that situations that may include discrimination and/or harassment are handled appropriately, Vice Presidents, Deans, Directors, Department Heads, supervisory employees and any other University officials who receive a complaint or who may be aware of a possible violation of this policy will immediately notify the Office of Human Resource Management for advice and help on how to act upon to the complaint. The Office of the Dean of Students is responsible for tending to complaints involving student on student harassment and/or discrimination when none of the accused(s) nor the accuser(s) are employees of the University.
If an individual believes that he/she has been subjected to discrimination and/or harassment the individual may resort to both the informal and formal resolution procedures explained below.
Informal Procedure: A grievance might be documented with the Office of Human Resource Management or a Vice President, Dean, Director, Department Head, or some other supervisory worker. The utilization of the informal procedure is simply discretionary, and the sole individual can sidestep, stop, or record a formal objection whenever amid the procedure. The complainant, the individual getting the casual protestation, and the Office of Human Resource Management will together decide the most ideal approach to deal with the objection. The data handed-off to the University concerning a grievance will be imagined as classified as conceivable with just those with a need to be informed of the complaint.
Formal Procedure: An individual shall file a complaint with the Office of Human Resource Management if the individual opts to follow the formal procedure. A formal investigation of the complaint will be conducted to decide if sufficient evidence exists to conclude that an infringement of the University’s policy has taken place. The individuals involved in the complaint will be notified when the results are determined.
All of these procedures will function under the general principles of fairness and confidentiality and will be used in a way that endeavors to guarantee that a complaint of discrimination and/or harassment is carefully investigated and reviewed to realize whether a violation of this or related policies has occurred and to further provide that the rights of both individuals involved, the complainant and the accused, are protected. Moreover, students, employees, witnesses, and/or other participants involved in the complaint or its investigation are protected from retaliation of any form. Any employee under violation of retaliation may be subject to disciplinary action including termination.
	
	
	



